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Abstract

Mixed reality (MR) devices capture 3D spatial maps of users’
surroundings to integrate virtual content into their physical
environment. Existing permission models implemented in
popular MR platforms allow all MR apps to access these 3D
spatial maps without explicit permission. Unmonitored access
of MR apps to these 3D spatial maps poses serious privacy
threats to users as these maps capture detailed geometric
and semantic characteristics of users’ environments. In this
paper, we present LOCIN, a new location inference attack
that exploits these detailed characteristics embedded in 3D
spatial maps to infer a user’s indoor location type. LOCIN
develops a multi-task approach to train an end-to-end encoder-
decoder network that extracts a spatial feature representation
for capturing contextual patterns of the user’s environment.
LocIN leverages this representation to detect 3D objects and
surfaces and integrates them into a classification network
with a novel unified optimization function to predict the user’s
indoor location. We demonstrate LOCIN attack on spatial maps
collected from three popular MR devices. We show that LocIN
infers a user’s location type with an average 84.1% accuracy.

1 Introduction

Mobile mixed reality (MR)' has become increasingly popular
over the last decade with the release of dedicated headsets
and apps that blend virtual content into users’ real-world
environments. Apart from gaming and entertainment, mo-
bile MR applications have recently found utility in enabling
interactive healthcare, education, and e-commerce experi-
ences [20, 30, 34]. For instance, e-commerce apps like IKEA
place [31] allow customers to experience how a product fits
in their environment before purchasing.

MR apps require an elaborate description of the user’s sur-
roundings in three dimensions (3D) to localize the MR device
and enable realistic assimilation of virtual content in the user’s
environment. To capture the user’s 3D environment, common

'We use MR as an umbrella term for augmented and virtual reality.

MR devices, including dedicated headsets and even off-the-
shelf smartphones, are equipped with specialized sensors such
as depth cameras and LiDAR sensors. For instance, HoloLens
2 equips a depth camera, and Apple’s latest iPhone and iPad
Pro employ a LiDAR sensor to capture the real-time depth of
the surrounding space and objects [3]. These sensors capture
the distance between the device and physical points in the
environment to generate a 3D spatial map of the environment.

As mobile MR adoption grows [49], there is increasing
concern about the security implications of 3D spatial maps ac-
cessed by mobile apps [21,73]. All MR apps require explicit
user permission for camera access to deliver their function-
ality, i.e., integrate virtual content in the user’s environment.
Once camera permission is granted, MR apps on popular MR
platforms [5,7,50] have access to the 3D spatial maps. MR
apps’ access to 3D spatial maps opens doors to a new type
of reconnaissance attack where an adversary-controlled mali-
cious app exploits the 3D spatial map of the user’s environ-
ment to infer user’s indoor locations (i.e., semantic location).

An adversary’s ability to locate users enables them to
launch physical attacks and case a target’s environment for
burglary and assault. With mobile MR use cases in entertain-
ment, education, and retail, such threat broadly applies to our
homes, businesses, educational facilities, and many others.
Moreover, an adversary can combine the user’s indoor loca-
tion information along with the object and semantic properties
of the user’s environment to build a profile for delivering per-
sonalized ads and recommendations. An adversary can also
exploit this to understand users’ socio-economic status, ac-
cessibility requirements, and product preferences, as well as
their identity, routines, and activities.

In this paper, we study how an adversary can exploit 3D
spatial maps from MR devices to infer a user’s indoor loca-
tion. Prior work has explored indoor location inference from
2D and RGB-D images [16,24,42,70,76,77]. However, the
direct application of existing approaches to spatial maps is
impractical because location inference from spatial maps re-
quires a different type of feature extraction and optimization
process due to its sparse, non-uniform, and dynamic nature.



To achieve this, a recent work [22] built a location classifier
from spatial maps. This approach, however, suffers from two
main limitations. First, it only uses the high-level geometric
features of spatial maps without leveraging their semantic
context. The lack of such semantics leads to poor accuracy in
inferring different indoor environments. Second, it compares
a given location of a user with a labeled database of that user’s
previously visited locations with the goal of finding whether
the user has been in that location before. From an attack per-
spective, it fails to infer the location of users without knowing
a priori the spatial maps of their indoor environments. These
limit its attack practicability, ultimately making it infeasible
to conduct a location inference attack in practice.

To this end, we present LocIN, a location inference attack
on mobile MR devices which exploits 3D spatial maps to infer
a user’s location. We observe that indoor environments are
uniquely characterized by their semantic context (e.g., objects
and surfaces in the environment). Yet, unlike pixel arrays in
images, a 3D spatial map is a set of unordered points with
non-uniform density, making detecting objects and surfaces in
the environment challenging. Therefore, we introduce a new
location inference learning representation that composites the
geometric and contextual patterns embedded in the spatial
map to infer a user’s location. We design a multi-task learning
approach and build an end-to-end encoder-decoder network
that can successfully infer the user’s location from spatial
maps captured by various MR devices.

LoclIN first preprocesses the 3D points in a 3D spatial
map through farthest point sampling [47] to remove outlier
points and subsample the map to a fixed number of points.
The preprocessed map is then fed as input to LOCIN’s spatial
encoder, which extends a hierarchical neural network [59] to
extract a spatial feature representation of the map. This feature
representation embeds geometric and contextual patterns of
the user’s environment. This representation is invariant to
dynamic changes (e.g., changes in viewing angle or size of
the map) in spatial maps as users interact with the MR apps.
Lastly, LocIN’s encoder output is fed to LocIN’s multi-task
location decoder. The multi-task decoder performs 3D object
detection and semantic segmentation to generate 3D bounding
boxes of objects and point-wise labels for objects and surfaces
in the environment. It then integrates the object and semantic
context into a classification network to predict the location
type (e.g., bedroom, office) of the input spatial map.

We present three studies to evaluate LOCIN’s effectiveness.
In a first study, we evaluated LoCIN on a dataset [13] con-
sisting of 1,500 spatial maps collected via an iPad Air 2
equipped with a depth sensor belonging to 13 unique in-
door location types where MR devices are typically used.
To demonstrate LocIN’s effectiveness on MR devices with
different depth sensing techniques, in a second study, we eval-
uated LocIN on a dataset [8] collected through an iPad Pro
equipped with a LiDAR scanner consisting of 5,000 spatial
maps. The spatial maps belonged to 9 unique indoor location

types in real-world homes. Finally, to show LocIN attack’s
practicality on dedicated headsets, we evaluated LOCIN on
our dataset of spatial maps collected via HoloLens 2. LocIN
correctly predicted the location types from the spatial maps
with an average accuracy of 84.1%. We also show the LocIN
attack is robust against varying sparsity (number of points)
and size of the 3D spatial maps.
In summary, we make the following contributions:

* We present a location inference attack on mobile mixed
reality devices that exploits the 3D spatial maps captured
from users’ environments to predict their location type.

* We design LocIN, a multi-task learning framework that
leverages an encoder-decoder architecture to infer the
user’s location by integrating the geometric and contex-
tual patterns embedded in the spatial maps.

* We evaluate LocCIN on 3D spatial maps captured using
three MR devices from 13 unique location types. We
demonstrate that LOCIN can infer a user’s location with
an average accuracy of 84.1%, and it is robust against
varying sizes and sparsity of the spatial maps.

2 Background

Mixed Reality. The influx of reality-altering headsets and ap-
plications has brought mixed reality (MR) to the spotlight in
recent years. Consequently, mobile industry has been striving
to enable comfortable and realistic MR experiences for users.
For instance, Google and Apple released ARCore [5] and
ARKit [7] to enable MR app development for smartphones
and tablets. Moreover, dedicated standalone headsets, such as
HoloLens, have recently emerged with their own MR devel-
opment platforms, e.g., Windows Mixed Reality Toolkit [50].

MR devices integrate virtual reality (VR) and augmented
reality (AR) to allow users to visualize and interact with both
real and virtual content in their own physical environment.
MR use-cases range from social media apps (e.g., Snapchat fil-
ters [66]) and games (e.g., Pokemon Go [56]) to e-commerce
(e.g., IKEAPIace [31]) and educational apps (e.g., chemical
molecular structures [10], human anatomy [26]).

To enable mixed reality experiences, MR devices embed
multiple sensors, such as RGB cameras and microphones that
capture input from the user’s surroundings. These devices are
often equipped with an inertial measurement unit (IMU) to
enable tracking of users’ head and body movements. Some
recent MR devices are also equipped with specialized depth
sensors. For instance, HoloLens 2 uses a depth camera while
the latest iPhones and iPads employ a LiDAR sensor to build
an understanding of their surroundings [3,27].

3D Spatial Maps. MR devices need to accurately locate them-
selves in relation to the physical world and understand the
objects and surfaces in the environment to seamlessly super-
impose digital content in the user’s surroundings. Most MR



(e.g., QR codes, RFID tags) into the real world to avoid sensi-
tive content [60, 61], and de ning ne-grained permissions
for app's access to visual data [32, 63].

Signi cant efforts have been made to restrict MR apps from
accessing users' private data through images and videos [14].
Yet, these apps must access the 3D spatial maps of the user's
environment to deliver MR content. Hence, once camera per-
mission is granted to an app, it can access the spatial map.

Security and Privacy Implications of Spatial Data.Access

to 3D spatial maps of the user's environment poses serious

privacy threats as these maps capture privacy-sensitive cues

about the user's surroundings. For instance, a spatial map

devices rely on camera and sensing-based localization techcaptures detailed characteristics of the environment, such as
its geometric properties (e.g., length and width of the room),

niques to locate themselves in the user's environment [64]. o . ’
These techniques require access to a detailed 3D digital repre2nd €mbeds semantic information about the types of objects

sentation of the user's environment, which is used by MR apps or surfaceg presentin it. Similgr to how humans perceive an
to overlay virtual content in the user's surroundings. To this indoor environment based on its layout, objects, and surface

end, commonly available MR devices - dedicated headsetspmperties [17], an adversary can extract these characteristics

and even off-the-shelf smartphones - are equipped with depthfro_m the 3D s_patial map to infer user's location, i.e., the type
sensors that measure the distance between the device an@f Ndoor environment. _

points in the real environment. These depth sensors include, YNlike images and videos, 3D spatial maps are not eas-
Time-of-Flight (ToF) cameras (e.g., HoloLens), and LiDAR ily interpretable by average MR users and, therefore, are not
scanners (e.g., on iPhone 13 and iPad Pro). perceived as sensitive data yet, exacerbating their privacy

The 3D mapping of the user's environment is shared with threat. Moreover, spatial maps, unlike images, are not sen-

MR apps to allow virtual or augmented content to interact with Sf't've t(,) I|ght_|ng con_dltlons, occlusions, or camera orlgnta-
the physical world, e.g., anchoring a virtual object on user's 1ons/viewpoints which allows an adversary to infer private
desk. MR devices provide the 3D representation of the usersinformation about the user in a variety of scenarios.

environment to MR apps as3D spatial mapThe 3D spatial An adversary can exploit spatial maps to infer a user's lo-
cation (e.g., user is at their of ce or home), without explicitly

requesting location permission from the user. The adversary

space. Figure 1 shows an example of a 3D spatial map Calogould exploit this information to launch a physical attack
tured by iPad Pro, with and without the color information. (€-9-» robbery or assault). The adversary could also gain a

Some MR devices also include color and normal vectors N€-grained understanding of the user's routine (e.g., when
(e.g., HoloLens [67]) representing orientation for each point the user wakes up, goes to work) based on the inferred loca-
in the 3D spatial map. tions across time. This information can be leveraged by data

brokers aiming at selling detailed user pro les to third parties.
An adversary can also combine the object and semantic

@ (b)
Figure 1: An example of a spatial map captured with an MR
device in an of ce (a) without and (b) with color.

where each poinp; is a vector of ity(x;y; 2) coordinate in

3 Problem Statement and Threat Model segmentation information embedded in a spatial map with
the inferred location to reveal additional private information
3.1 Motivation about the user. First, an adversary could leverage the detected

objects and the inferred location to understand users' socioe-
MR Permission Models.The MR devices leverage the same conomic status, accessibility requirements, and product pref-
permission models as traditional mobile operating systemserences. For instance, a wheelchair in a bedroom or handles
e.g., iOS and Android, to control apps' access to sensitive near a toilet might indicate a user's accessibility needs. Sim-
data [4, 6, 28]. Since access to the camera is essential for MRilarly, the type of appliances found in a user's environment
apps to visually integrate virtual content in the user's envi- could reveal their income level. Second, an adversary could
ronment, users must grant camera permission to allow MR use information about rooms' and objects’ sizes and timing
apps to function as intended. Prior works have highlighted of a collected map to distinguish locations visited by a user
that sensitive data such as credit cards details, sensitive docue.g., bed on day-1 vs. day-2) and infer users' identity, behav-
ments, or bystanders' facial identities could be revealed from ior, and activities. For instance, the number of beds in a room
images and videos, captured by MR devices [14, 33, 60, 68].could reveal the familial structure of a user, and the presence
Consequently, several works have attempted to protect visualof athletic equipment could indicate a user's hobbies. Lastly,
privacy by only sharing user-de ned privacy-preserving visual with recent permissions for tracking user activities on mobile
features with apps [33, 37, 68], augmenting privacy markers OS (e.g., Apple's app-tracking-permission), access to spatial



MR device, capturing a 3D spatial map via the device cam-
era equipped with a depth sensor or LiDAR scanner, e.g., a
smartphone with MR capabilities and HoloLens. We assume
the adversary has no prior knowledge about the target user's
indoor environment, including its physical location, spatial
maps from prior app usage, and location type. The adver-
sary trains the attack model using publicly available datasets
that include typical indoor location types [8, 13]. We discuss
Figure 2: A malicious MR application accesses the 3D spatial in Section 8 how the adversary can infer location types not
map of a user's environment to integrate virtual content. The 0bserved during the training process.
app can exploit this map to infer the user's location. An adversary provides the user with an MR app, which
accesses the 3D spatial map of the user's surroundings while
the user interacts with the app. The adversary can achieve this
maps aid adversaries in building user pro les for delivering by (2) distributing the MR app on MR platforms’ app stores
targeted ads based on their visited locations. This is privacyand third-party MR forums, an@) deceiving users into in-
critical as users are unaware of their data being collected. ~ stalling the MR app via phishing and other social engineering
Therefore, in this paper, we set the foundation for uncov- methods. We note that 3D spatial map can be accessed if the
ering users' private information inferable from spatial maps. camera permission is granted to an app. As MR apps require
camera access to deliver their basic functionality, camera per-
mission is given to all MR apps. The app does not require any
3.2 Problem Statement other permissions, such as permissions for the device location,
or the images and videos recorded by the device; additionally,
We investigate how an adversary can exploit the 3D spatial the 3D spatial map accessed by the app does not contain any
maps captured by MR devices to infer the indoor location of color or normal vector information. We note that given the
a user, e.g., a user is in the of ce or bedroom. We consider adversary dep'oys a ma“cious app on the target user's de_
the spatial map of a user's environmeRt: f py; pz;:::; png, vice, it has knowledge of the user's MR device model and its
wherenis the number of points in the map and egglton-  depth-sensing technology. Based on this, the adversary trains

sists of the 3D coordinates of a point. Givenour goal isto  an attack model on publicly available datasets collected using
infer the indoor location where the spatial map was captured.sjmilar depth sensors as the target device.

To illustrate, consider the scenario in Figure 2 where a
user installs a malicious virtual meeting app on their mixed .
reality device (e.g., iPad Pro with LiDAR sensor). The app 3.4 Design Challenges
requests camera permission from the user to display avatar

of other meeting attendees. The user interacts with the app, 3p spatial map, intuitively, an adversary could train a clas-

in their Qf_ce to conduct a meeting W'th. their colleagues. . Si er that extracts high-level features, such as structural and
The malicious app accesses the 3D spatial map of the user's

current surroundings and shares it with a remote server geometric properties (€.g., length and width or oor map) of
9 L . N the user's environment to infer the location. However, this is
A remote adversary can exploit this spatial map to infer

. ) o : a challenging task as indoor environments of the same type
that the user is at their of ce and leverage this information to ging yP

. | vary signi cantly in their structural and geometric properties.
break into the house when the user is not home. The adverT:Or instance, the size of two bedrooms in a user's house may

sary could 6.“50 exploit this |r'1form'at|on to gaina ne-grained e, Similarly, the geometric features of different locations
understanding of the user's identity, routine, and preferencesmay share similarities (e.g., structure of a classroom may
(€.g., when the user wakes up, goes to work, user's hobbiesg e similarities with that of a conference room).

etc.). Additionally, based on the user's inferred location, an One potential solution to this problem is leveraging the
adversary can create a detailed pro le of a userto deliver UNSO-semantic context of indoor locations to discriminate them

T1: Extracting Location Cues from Spatial Maps. Given

a virtual meeting app could display ads for of ce furniture or

o . o ; map model trained either on objects or 3D surfaces present
work productivity tools while the user is in their of ce.

in the environment. Yet, solely using objects or 3D surfaces
yields incorrect location inference (demonstrated in Section 7)
3.3 Threat Model because, unlike image pixel arrays, a 3D spatial map is an un-
ordered collection of points with a non-uniform point density,
We consider an adversary with the goal of inferring the type which makes detecting objects and 3D surfaces challenging.
of user's indoor location (e.g., bedroom, kitchen, of ce) while  Therefore, to accurately infer the location, we build a feature
a user is using an MR device. The target device can be anyextraction and loss minimization pipeline that simultaneously



leverage farthest point sampling [47], resulting in a reduced
size map withN points (addressing2, C3).

As discussed in Section 3.4, inferring a user's location
solely from geometric (i.e., structure and appearance of an
environment) or semantic (i.e., objects and surfaces present
in the environment) properties of an indoor environment can
often lead to ambiguous results. To address this issue, we
introduce a new location inference learning representation
by combining the geometric and semantic properties of a 3D

Figure 3: Overview of ocln attack. spatial map. For this, we use a multi-task learning approach
and train an end-to-end encoder-decoder [9], which, in turn,
successfully infers the user's location (addres<iig,.

captures both geometric properties and the semantic context Speci cally, we extract the geometric and semantic prop-
of the user's environment. erties of the user's environment by extending a PointNet++-

C2: Invariance to App Usage.Spatial maps captured by MR based hierarchical neu_ral network encoder [_E@]).(The_
devices change dynamically in size and viewing angle when encoder extracts a spatial feature representation of the input

a user interacts with different MR apps. For example, while SPatial mapZ). Zis then fed td_ocln's multi-task location
playing an MR game, a user may walk around the room, and deco.de.rG)). The multi-task decoder is a_composne model
while using a shopping MR app, a user may position products _conS|st|ng of three components: (1) location degoder, (2) ob-
to speci ¢ locations in a real-world perspective. Hence, to ject decoder, and3j semantic decoder. The location decoder

infer the user's location from the captured spatial map, the lo- consists of a fully-connected neural network classi er trained
cation inference model must be invariant to spatial map trans-© Predict the type of input spatial map's location. The ob-

formations. For instance, translating or rotating the spatial I6ct decoder extends a 3D object detection network [57] that

map points should not change the model's location prediction. 46t€Cts the objects in the user's environment. Lastly, the se-
We leverage 3D point subsampling and hierarchical multi- mantic decoder leverages a segmentation network [59] to

scale spatial feature learning to overcome this challenge. ~ Provide ne-grained information about the objects and sur-
faces present in the user's environment.

To ensure that the location decoder integrates the intrinsic
patterns from object detection and semantic segmentation, we
introduce a uni ed optimization function that combines the
loss functions of the three decoders to tragin.

C3: Lack of Prior Knowledge and Generalization. To
launch location inference attacks in practice, an adversary
must be able to infer the target users' location without making
any assumptions or prior information about their environ-
ments. One naive approach would be collecting spatial maps
from a set of users while they are using an MR app and then
manually-label them with a set of location labels. However, 5 LocCIN Design

while this approach may yield an acceptable attack success

rate for seen users, it is tedious and time-consuming and may5.1 ~ Spatial Map Preprocessing

fail to generalize to unseen users due to the bias to speci ¢ lo-

cations, and produce incorrect results (Section 7). To addresg-OCIN attack aims to infer the location of the user without any
this, we use public spatial map datasets with diverse locationPrior knowledge about the user's MR device. As different MR
labels (in addition to the dataset we collected). Additionally, devices use different sensors to generate the 3D spatial map
to eliminate the sparse, non-uniform, and noisy nature of such©f the user's surroundings, the number of points in the 3D
datasets, we leverage a data-driven upsampling method t@patial map varies from one device to another. For example,
generate dense points while improving proximity-to-surface the spatial map's point density captured via a HoloLens 2

and distribution uniformity in the 3D point representations. With depth cameras is different from the spatial map obtained
through the iPad's LIDAR scanner. Moreover, spatial maps'

point density is largely dependent on the user's app usage. For
4 LoclIN Attack Overview instance, if the user moves quickly in their environment while

interacting with the app, the spatial map has fewer points.
We presentocln, a location inference attack for mobile To infer location from spatial maps with varying densities,
mixed reality devices, which exploits 3D spatial maps to iden- we transform the input spatial map to a xed number of 3D
tify a user's indoor location. Figure 3 illustrates the overview points. Given an input maPj of sizeX 3, with a 3D coordi-
of LoclIn attack. Given that the sparsity of spatial maps varies nate for eactX point, we apply farthest point sampling [47] to
based on the MR device and device usage duration, we rstthe map to generate a transformed map of Bize3. Specif-
preprocess the input map by removing outlier points and sub-ically, we select a random point and then iteratively sample
sampling the 3D points in the spatial me@), Here, we points that are farthest from the selected samples. This en-



during the sampling operation. These groups represent local
regions of the input spatial map used for feature extraction via
PointNet [58]. To identify the neighboring points, we extend
ball query algorithm [36] for the grouping operation to nd

all points within a speci ed radius of a given point. Ball query
algorithm uses a divide-and-conquer approach to build a ball-
tree i.e., a binary tree in which each node of the tree represents

Figure 4:LocIn's spatial understanding encoder architecture the set of neighboring points within a speci ¢ radius. Starting

based on a hierarchical neural network (PointNet++). from the set of 3D points from the sampling layer as its root
node, we iteratively build the ball-tree by selecting the farthest

point from the centroid of root node points as the left child
sures that the input spatial map is subsampled to a xed sizeand the farthest point from this left child as the right child of
for ef cient processing while providing suf cient coverage.  the root node. The points in the root node are then assigned
to the children nodes based on their distance from the node.
The grouping operation transforms the input spatial map
of sizeN 3into a set of groups of points of siad¢ K 3.
To infer the user's location, a method is needed to understandHere,M is the number of groups centered around the points
the geometric properties and semantic context from the preselected via sampling operation, afds the number of neigh-
processed spatial map. For this, we convert the input spatialboring points found for each selected point. We note hat
map,P, into a high-level spatial feature representafiotinat varies across groups, but the spatial feature vector extraction
only encodes information relevant for uniquely identifying the layer converts variable length groups to a xed vector size.
user’s location. For instance, for the spatial map of a bedroom,Spatial Feature Vector Extraction. For each of the local
Z could represent features of objects or surfaces in the mapspatial map regions (groups) extracted via the sampling and
that can help differentiate its location from others, e.g., 3D grouping operations, we extract a spatial feature vector that
points of a bed and nightstand placed close to a wall. encodes the context of the local region through PointNet [58].
To learn the spatial feature representation, instead of relying\we rst extract the coordinates of points in each of Méocal
on hand-crafted geometric and semantic features, we leveraggegions relative to the centroid of the region. The resulting
network architecture for learning point-wise features from groups of coordinates are then fed as input to PointNet.
3D point clouds [58, 59, 72]. WhileoclIn's approach is not Given the set of points for a speci ¢ region, PointNet maps
limited to a speci ¢ network, we extend PointNet++ [59] as  the points to @-dimensional feature vector through a multi-
an encoder to learn hierarchical features that preserve spatialayer perceptron (MLP) network and a max-pooling function
localities in the spatial map at different contextual scales  Thus, the feature extraction layeriobcin's encoder returns
Figure 4 illustrates the architecturelofcin's encoder. The a spatial feature representatia®) of sizeM D, capturing
encoder's PointNet++-based hierarchical structure consists ofthe local context of various parts of the input spatial map.
multiple set abstraction levels with skip connections. At each
_abstractlon level, asubse_t of points fror_n the input spatial mapg 3 Multi-Task Location Decoder
is selected to ensure ef cient computation and processed into
afeature vector that represents the local context of the selectedVe translate the problem of inferring location from the feature
points. The set abstraction consists of three main operationsencoding of the spatial map into a classi cation task. Given
(1) sampling, ) grouping and3) PointNet feature extraction. the encodind of the user's environment obtained from the
lterative Spatial Sampling. The sampling operation in each ~ spatial encodet,ocIn's location decoder predicts the user's
set abstraction level leverages iterative farthest-point samplingindoor location. For this, ocin rst extracts the high-level
to select a subset of the spatial map's points such that eactgeometric features of the user's environment to infer its loca-
point in the subset is the most distant from the remaining tion. It then combines these geometric features with the map's
points in the subset. Therefore, given an input set of points of contextual patterns through object and semantic decoders.
sizeN 3, the sampling operation generates a set of points We consider pairs of spatial feature encodings and their
of sizeM 3. In contrast to random sampling, the farthest location label,
point sampling ensures thgt the samp!ed pomt_s provide pett_er fziyway, P'2:z2 RP:y; 2 DF 1)
coverage of the entire spatial map. This sampling operation is
similar toLocIn's preprocessing step (Section 5.1). Yet, itis Wherec is the number of location classes, difdis the set of

repeated at each set abstraction level with a decreasing numbe§-dimensional probability vectors. Given this data, our goal

5.2 Spatial Understanding Encoder

of samples, followed by the spatial grouping operation. is to learn a location decoder
Spatial Locality Grouping. With the grouping operation, we _ - 1g . _
generate groups of neighboring points for each point selected f al’fng';fI]II'Fn E‘l Lioo (s (F(2))+ WkTh) —(2)



whereF; is a class of functions froRP to R¢, the function
s :RC¢! [Ffis the softmax operation, the functitu, : D°
D°! R.is the cross-entropy loss

C
Loc(V:9)= & Ylogyi 3)
k=1

andW: R! Ris an increasing function as a regularizer.

To infer the location from the spatial encodirfgcan be
implemented as a deep neural network that extracts high-levelFigure 5:LocIn's object decoder architecture with a deep
features of the spatial map useful for predicting its location. Hough voting, object proposal, and classi cation module.
However, these features often lack distinctive local or global
semantic patterns necessary for uniquely identifying a loca-
tion (See our evaluation in Section 7). Moreover, the lack  To this end, we extend VoteNet [57], a voting-based net-
of labeled data (i.e., pairs of spatial maps and their location work for object detection Figure 5 illustrates the architecture
label) makes learning a generalized location classi cation of LocIN's object decoder, consisting of two modules: a vot-
model for various users challenging. ing module and an object proposal and classi cation module.

We observe that indoor environments are uniquely charac-Object Voting. The voting module adapts Hough trans-
terized by their semantic context i.e., the types of objects andform [51] to generate votes for points in a 3D spatial map
ne-grained details about surfaces present in the environmentbased on their distance to objects' centers. Since depth sensors
For instance, a bedroom can be uniquely identi ed becauseused by MR devices typically only capture object surfaces,
of the presence of a bed, and a kitchen can be identi ed if a 3D object centers may not be close to any point. For accurate
stove is detected in the spatial map. bounding box generation around object centers, VoteNet lever-

To integrate contextual information into our learning repre- ages the Hough voting to sampeed pointsvhich are close
sentation for location decoding, we propose a new compositeto object centers and generate votes based on their features.
learning representation for location decoding by leveraging  We use the spatial encodi@gof sizeM D as the input to

the multi-task learning paradigm in transfer learning [9]: the voting module. To ensure signi cant coverage of spatial
10 map points for object detection, we rst perform upsampling
fs= argmin- § alioc+ bLobj+ dlsem (4) on theM points via multiple feature propagation layers and

f2Fs Mi=1 obtain spatial feature representation k6?points in the origi-

Here Lopj and Lsem are the loss functions for detecting nal map. The feature propagation layer interpolates the point

objects and extracting semantic patterns from the input spatialfeatures of the input points to output points by computing the
encoding (detailed in Sections 5.3.1 and 5.3.2). weighted average of their three nearest input points' features

Through this learning representation, we learn a model to and concatenates features fracin's encoder (forwarded
classify the location of a given spatial map while concurrently through skip-connections) through an MLP network.
learning the contextual patterns from objects and surfaces in Given the set of upsampled points and their features,
the map. Our representation is inspired by the teacher-studenM® D, we generate votes for each point via a shared MLP
networks in knowledge distillation where the learning of a Wwith fully connected layers. The MLP computes the vote for
student model is guided by the teacher networks [25]. In our €ach pointp; by predicting its offset from an object's center
case, the location decoder is the student network, while theDpi through the following regression loss minimization:
object and semantic decoders act as teacher networks. Ob-
ject and semantic decoders bene t from stronger supervision 1
during learning as the labeled data for these tasks includes Lyge= Mo é kDpi  Dp; k1[p; on object surfade (5)
ground truth for multiple objects and point-wise semantic 0 i
class labels.We show in Section 7 that this composite learning

representation helps improvecin's overall accuracy. whereMy is the total number of points lying on the object

surfaceDp is the ground truth displacement of the point

) p; from the object's center it belongs to ahf; on object
5.3.1 3D Object Decoder surface] indicates whether the point lies on an object surface.
The goal ofLocIN's object decoder is to localize and rec- ~ The resulting votes represent the semantics of different

ognize 3D objects present in the user's environment as in-Parts of the objects in the environment.

door environments are characterized by the objects presenObject Proposal and Classi cation. The object proposal and
within them. This process involves detecting the orientated classi cation module groups and aggregates the votes gener-
3D bounding box for each object from the spatial map as well ated by the voting module to generate object bounding box
as predicting the semantic class of each detected object.  proposals. It rst clusters the votes via uniform sampling and



@) (b) Figure 7:LocIN's semantic decoder consists of upsampling

Figure 6: An illustration of (a) object detection and (b) se- and PointNet layers that generate point-wise semantic labels.

mantic segmentation output. The color in (b) represents the

semantic label for points in that region. . .
P g belonging to walls are assigned the same label (as shown

in Figure 6b). The semantic decoder's output is a set of homo-
grouping according to spatial proximity and then processes 98Neous subsets of 3D pom.ts, where each subset represents a
them through a series of MLP and max-pool layers to generateS€Mantically meaningful object or surface. .
the bounding box proposals. This generates a set of bounding Figure 7 shows the architecture lobcin's semantic de-
boxes,B, for various objects in the input spatial map. These coder.LocIN rst performs feature upsampling on the spatial
bounding boxes are represented as a multi-dimensional vector€ncodingZ, of the input spatial map. This process ensures

including the center coordinates and size of the bounding box that the semantic labels are generated for all points in the
Object Detection Loss.The object decoder generates the spatial map. We employ a hierarchical feature propagation

bounding boxes for the detected objects and assigns the Séc,_trategy, inspired by PointNet++ [59]. The spatial feature

mantic class label to each object. Therefore, we train it by opti- reprtesde:\rt]atlonrl:romocll N'S efncoder of|§|ze|?/| D, s rp])rop- h
mizing a multi-task loss function consisting of the vat@4e), agate rough a series of upsampling ‘ayers where eac

objectnesslionj-cis), 3D bounding box estimatior_fo), and _upsatm%hr;g Ia?/er llntzlrlpo:ca}[thes featudre va[[LJtl:,]s‘pr thedpoTts f
semantic classi cationl{sem.d losses. in set abstraction level, of the encoder, at the coordinates o

points in set abstraction levek 1.

We perform the interpolation through the inverse distance
weighted average [43] based on thaearest neighbors for

Objectness loss gauges whether the detected box proposalgach point. Speci cally, for a given pointin layerl + 1, the
indeed belong to an object. For this, we categorize the detectednterpolated features are computed as:
object proposals based on their distance from the ground truth
object center into positive( 0:3m) and negative proposals ( _ S!(: TW(p):fp : 1
0:6m). Objectness loss is then computed via a cross-entropy P gk w(p) wherew(p) = )

=1 p

: d(p; pi)
loss normalized by the total number of proposals.

The box loss optimizes the detected parameters of the 3D  The interpolated features at each layky,are then pro-
bounding boxes, i.e., their centeps Y, z coordinate size cessed through a PointNet layer consisting of convolution,
(height, width, and length), and the heading angle aBng shared fully connected and recti ed linear unit (ReLU) activa-
axis. Thus, the loss is de ned as a combined regression losdlion layers to obtain semantically meaningful features for each
of the detected bounding box's center, heading angle and sizeP0int. The nal interpolation layer generatgsdimensional

The semantic classi cation predicts the object labels Sémantic features for all points in the input spatial map.
through standard cross-entropy [0Esefn-ci9. Lastly, we apply a softmax function to the semantic features

to obtain the per-point semantic lab&$or the input map.

Semantic Segmentation LossThe semantic segmentation
decoder is inherently a classi cation network that assigns a
The objects in a given location type help distinguish it from semantic class to all input spatial map points. To train the
other locations. However, the object decoder is sensitive to semantic decoder, we leverage the cross-entropy loss func-
the sparsity of the input spatial map. The object decoder alsotion. Given pairs of 3D points and their semantic class label
does not consider planar surfaces, e.g., walls, oor, or ceiling f (pi;s)gL ;, we compute the semantic loss by minimizing:
of a room, or fails to detect smaller objects (See Figure 6a for
an illustration of the object decoder's output). . Jd R

To extract ne-grained contextual patterns from the user's Lsen(s;9)=  a xlogs (8)
environmentLocIN leverages a semantic decoder that per- k=1
forms semantic segmentation for classifying each pointinthe By minimizing this loss, the semantic decoder assigns the
input map to its semantic object class. For instance, all points semantic object label to each of tNepoints in the map.

Lobj = Lvotet | 1Lobj-cist | 2Lbox+ | sLsem-cis (6)

5.3.2 3D Semantic Decoder
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