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Abstract

We introduce BADCONTROL, the first backdoor attack
against low-level controllers that uses physical triggers. The
attack poisons operational data to implant a vulnerability that
can be activated by an exogenous signal from the environ-
ment, such as a specific driving maneuver or adversarial road
patches within autonomous driving applications. BADCON-
TROL solves a constrained optimization problem by using a
projected gradient ascent to modify the data, maximizing the
frequency response of the controlled system at a target fre-
quency. This method differs from backdoor attacks against
Deep Learning (DL) and Reinforcement Learning (RL) mod-
els, which manipulate high-dimensional model inputs or re-
ward functions. We additionally propose two defenses: one
based on regularization and one based on robust optimiza-
tion, to limit the worst-case amplification of trigger signals.
This is achieved by converting infinite poisoning scenarios
into a single, tractable optimization problem via a specialized
mathematical transformation. We evaluate BADCONTROL on
Proportional-Integral-Derivative (PID) and Linear-Quadratic-
Regulator (LQR) controllers through simulations and physi-
cal experiments. In the adaptive cruise control scenario, we
achieve a 100% crash rate, while in lane-keeping control, the
backdoor causes the victim vehicle to steer 62% into the op-
posing lane, compared to 0% in both cases without a backdoor.
By contrast, a state-of-the-art falsification framework for au-
tonomous vehicles identifies only a single crash instance over
30 trials, underscoring its stealthiness.

1 Introduction

Machine learning and data-driven methods have become cen-
tral to the design and deployment of autonomous vehicle
systems. From relatively simple driver assistance features
such as lane-keeping assist and adaptive cruise control, to
advanced perception, planning, and decision-making stacks
in fully autonomous vehicles, data-driven approaches enable
controllers to adapt to diverse operating conditions. These

techniques have significantly improved robustness, perfor-
mance, and adaptability, fueling rapid innovation in both com-
mercial driver assistance systems and self-driving platforms.

However, with the increasing adoption of data-driven
methods comes the risk of adversarial machine learning [12].
A large body of work has shown that learned models,
including those in autonomous driving, can be compromised
by training-time data poisoning or test-time physical triggers.

In the perception domain, researchers have shown that
deep learning models for lane detection, traffic sign recogni-
tion, and other tasks can be misled by physical world pertur-
bations, such as adversarial patches or environmental modifi-
cations [19,26,41,60-62]. These attacks can cause a vehicle
to drift from its lane, misclassify signs, or take unsafe actions,
even in realistic driving scenarios.

In the prediction and planning domain, Pourkeshavarz
et al. [38] create a backdoor against the planning module to
cause a misprediction of the actors’ trajectories. TrojDRL [32]
evaluates backdoor attacks against deep reinforcement learn-
ing (DRL) agents, implanting triggers that cause targeted
misbehavior while maintaining benign performance. Back-
dooRL [51] shows how competitive multi-agent DRL systems
can be compromised by embedding malicious policies that
activate only under specific environmental conditions. Stop-
and-Go [53] introduces backdoors in DRL-based traffic con-
gestion control systems to cause congestion while appearing
benign under normal operation. Finally, a broader study [52]
analyzes the general vulnerability of DRL in applications of
autonomous vehicles to backdoor attacks, highlighting the
potential safety risks of such compromises.

Despite this growing body of work, none of these
efforts have focused on the control domain, particu-
larly low-level classical feedback algorithms such as
Proportional-Integral-Derivative (PID) [5, 49] and Lin-
ear—Quadratic—Regulator (LQR) [2, 3] control. PID and LQR
controllers are the workhorses of modern control engineer-
ing, forming the backbone of virtually every safety-critical
control stack (from automotive and aerospace to industrial
automation) due to their simplicity, reliability, and decades of



proven deployment [4,29]. We believe that studying adversar-
ial machine learning in this unexplored but widely used area is
needed to fully understand the risks to cyber-physical systems.
In this paper, we introducBADCoNTRoOL, a backdoor at-
tack against control systems that injects a physical trigger to
disrupt the functionality of a controller, while preserving safe
behavior otherwiseBADCoNTRoL consists of two phases:
(1) an of ine phase in which the attacker poisons the dataset
to embed a backdoor on the controller, ad)l &én online
phase where the attacker triggers the backdoor. Unlike previ-
ous work on backdoor attacks in DL and DRRADCONTROL
uses dynamic physical attacks as a trigger mechanism, such afigure 1: Autonomous vehicle control stack with backdoor
an adversarial driving maneuver by manipulating a vehicle's injection in the low-level controller. The backdoor is triggered
acceleration and deceleration or placing patches on the roady an adversary in the physical environment, for instance,
to affect the victim's perception. This necessitates a novel through subtle manipulations affecting the vehicle (e.g., slight
approach to backdoor attacks and defenses in the context oficceleration of a nearby vehicle).
low-level controllers.

To propose and evaluate this attack, we overcome several . _ ) )
technical challenges: (1) formally de ning the problem of * WWe propose a new trigger format: the use of dynamic physi-

backdooring low-level controllers, (2) proposing, to the bestof ~ ¢@l attacks as triggers, which expands the scope of backdoor
our knowledge, the rst backdoor trigger mechanism based on  &ttacks beyond conventional triggers (e.g., a speci ¢ pattern
time series inputs, and (3) solving a new in nite-dimensional ~ ©f Pixéls added to samples) in traditional ML algorithms.
constraint problem to develop a robust defense that can prov,,
ably prevent such attacks. Our results demonstrate that even

Lhe E;OSt furrlldan;ental contfrol algorithms can hdarb_or hidden 6| "we demonstrate that an attacker can cause a crash by
ackdoors that threaten safety in autonomous driving. accelerating and decelerating in front of a victim's vehicle

We demonstrate the effectiveness of our approach in two 54 placing patches on the road that affect its perception.
vehicle applications: adaptive cruise control (ACC) and lane

keeping control (LKC). In ACC, the attacker causes a crash by « To counter backdoor attacks, we introduce two defenses, a
accelerating and decelerating in front of the victim's vehicle.  regularization approach useful for PID controllers and a ro-
We achieve an attack success ratd@®% while the attacker bust optimization algorithm for LQR controllers, which
cannot create crashes against a controller without a backdoor. optimizes the controller's performance for the nominal
In LKC, the attacker causes the vehicle to invade another (clean) data while constraining the closed-loop characteris-
lane by placing patches on the road, thereby affecting the vic- tic (e.g.,Hy norm) for all perturbed data. This ensures that
tim's perception. In this case, the attacker can create a safety the controller maintains a certain level of robustness in the
violation by making 62% of the vehicle invade another lane.  presence of adversarial perturbations.

To defend against these attacks, we introduce a robust opti-
mization algorithm that improves the resilience of controllers 2
against data poisoning attacks. Because an adversary can ar-
bitrarily inject attacks, the formulated problem has an in nite
number of optimization constraints, and to solve this problem, 2.1 Control Systems
we prove a new theorem showing how to adapt this prob-Control systems are a foundational component of modern
lem into a computationally tractable optimization algorithm. infrastructure. They operate in applications such as aircraft
Theoretical analysis and simulation results demonstrate itsautopilot systems, electrical power grid regulation, and in-
effectiveness in limiting backdoor injection into controllers. dustrial control systems. Given their broad scope and critical
Even if the attacker poisons the dataset, the attacker cannotequirements, they are often structured into layers of abstrac-
cause crashes through several simulations with this defensetion [37]. These layers de ne system objectives and coordina-

We evaluateBADCoNTROL 0N two automotive systems that
integrate data-driven adaptive cruise and lane-keeping con-

Background and Related Work

In this paper, we make the following contributions: tion by interpreting sensor data, setting targets, and regulating
system states under disturbances, noise, or uncertainties.
* We introduceBADCoNTROL, the rst backdoor attack One key example of these layers is the autonomous vehi-

against low-level controllers. In particular, we rst formu- cle (AV) driving stack as shown in Figure 1. This stack has
late the problem of backdooring PID and LQR controllers, perception, prediction & planning, and control [55]. These
and then propose a framework to inject backdoors during three distinct yet tightly coupled phases transform raw sensor
the parameter tuning of a controller design. data into safe vehicle motion. Tiperceptiorphase processes



input from cameras, LIDAR, radar, GPS, and other sensors.Table 1: Measurements and control actions for LKC and ACC

This builds a structured understanding of the environment,applications with PID and LQR controllers.
e.g., detecting and classifying objects such as vehicles and

pedestrians. It also involves identifying lane boundaries and System Controller Measurements Action
traf ¢ signals, and estimating the ego vehicle's state. Follow- LQR Inter-vehicle distance
ing this, theprediction & planningphase reasons about the Relative velocity Acceleration\

Vehicle acceleration
Integral of distance error

PID Inter-vehicle distance

future. It predicts likely trajectories and behaviors of surround- ACC Deceleration
ing agents under uncertainty. It then generates a feasible plan
for the ego vehicle. This plan adheres to traf c rules, avoids
collisions. The plan may be a high-level route or a ne-grained LQR Position wrt the lane center _
trajectory as a sequence of target positions and velocities.  LKC Angle wrt the lane center _ Steering
The control phase translates these setpoints into concrete
actuator commands that include throttle, braking, and steering
through control algorithms. PID [5, 49], a feedback controller
that adjusts control output based on error, its integral, and itsdata [15, 24, 32, 56]. For example, an attacker can place a
derivative, and LQR [2, 3], an optimal control method that de- Patch on an image observed by the RL agent, or steer the en-
termines control inputs to minimize a quadratic cost function, Vironment to a speci c state through physical actions, rather
are widely used controllers in AVs. Here, while perception than modifying the observed data [51,53]. These trigger the
and p|anning Operate in high_dimensionaL semantic Spacespackdoor and cause the agent to take a harmful action that
control algorithms ensure precise and stable execution of thereduces future reward.
trajectory in the physical world by rejecting disturbances and  The previous efforts focus on different layers of an AV
maintaining control delity. stack. DL backdoors are most effective in the perception layer,
PID and LQR are critical for AV functions such as adap- and DRL backdoors are most effective in the prediction and
tive cruise control (ACC) and lane-keeping control (LKC), planning layer. However, as far as we are aware, there are no
corresponding to SAE Levels 1 and 2 of driving automation. backdoor attacks at the low-level control layer. In this paper,
Table 1 summarizes their speci ¢ applications, required mea-as illustrated in Figure 1, we formalize the problem and show
surements, and control actions for ACC and LKC [3,5]. For how attackers can embed backdoors in popular controllers.
ACC, both PID and LQR adjust vehicle acceleration based on  Moreover, we propose new defenses against backdoor at-
inter-vehicle distance. LQR also considers relative velocity, tacks in control systems. Different classi cations of defenses
vehicle acceleration, and the integral of the inter-vehicle dis- against backdoor attacks for ML exist [23,50, 59]. Based on
tance error. For LKC, PID uses position with respect to the those, we classify the defenses into three groups: (1) training-
lane center to adjust steering, while LQR also incorporatestime defenses, (2) model correction and backdoor identi ca-
the vehicle's angle with respect to the lane center. tion, and (3) input detection. Training-time defenses modify
the learning process to improve robustness against poisoning
attacks, for example, by altering the training objective or by
2.2 Backdoor Attacks pruning contaminated samples to ensure training on clean
Backdoor attacks are a type of security threat that introducesdata. Model correction and backdoor identi cation defenses
hidden vulnerabilities into a system, which are then activated determine whether a model has a backdoor and remove it.
by a speci ¢ trigger to cause targeted misbehavior [6]. These Finally, input detection defenses aim to identify and reject
vulnerabilities are typically introduced during the model train- inputs containing backdoor triggers at inference time. In this
ing phase through data poisoning. paper, we explore defenses based on the rst approach.
In the context of AVs, these attacks are investigated in
DL models for perception and prediction through various
sensors. For perception, triggers can involve physical-world 3  Problem Statement and Motivation
manipulations. For example, speci c adversarial patches on
roads activate backdoors in camera-based systems [26,60,62)We consider an AV as a physical process described by a
Environmental changes can also affect LIDAR [61] and state vector, 2 R" at each sampling time stéqwith n sys-
temperature sensors [57], which may trigger backdoors. tem states with sampling peridd > 0. Here, the perception
More recently, RL agents, responsible for planning and module transforms the sensor measurements into an observa-
decision-making of an AV, have been shown to be vulner- tion vectory, 2 RP. The controller computes control actions
able to backdoor attacks. An RL agent with a backdoor ux 2 R™. These actions modify system dynamics. In addition,
maximizes long-term reward under normal conditions, but the system is disturbed by an exogenous sigpal R origi-
its performance decreases when the trigger is presentechating from the environment, which may be exploited by an
In these attacks, an attacker modi es the agent's observedattacker to trigger an embedded backdoor. The state-update

PID Position wrt the lane center




and observation equations are expressed as:
Xer1 = FOac Uk d); Yie= 90X Uk di); 1)

wheref :R" R™ R ! R"describes the dynamics of the
physical process, amgl: R R™ R ! RP models how
observations depend on state and control inputs.

The controller design problem involves constructing a con-
troller k. This controller computes actiank such that the
vehicle follows the plans from the planning module. Formally,
k receives processed sensor measurenygiitsm the percep-
tion module and setpointg 2 RP from the planning module.
The objective is to drivgy to ry.

PID and LQR controllers depend critically on a small set Figure 2: Example of a backdoor attack against a controller.
of parameters. For PID, control actiop depends on error

&= Yk rk, its sum, and its rate of change: _ _
4 Design Requirements and Challenges

U= Kpex+ Kidll @ To+ KeRpgd; @)

&= Vi rk The problem of injecting backdoors into controllers presents
several distinct challenges for stealth and exploitation in the

whereKp; Ki; andKy are design parameters. For LQR, where physical world. These challenges distinguish this type of at-

the full state is observedy(= xc and p = n), the control  tack from those targeting DL and DRL models.

action withK as the design parameter is: Absence of a Clear Attack Objective C1). Because we
are the rst to study backdoor attacks against controllers,
_ ) () we begin by formalizing what backdooreven means in this
&= Y T setting. Unlike DL, which has classi cation accuracy, or DRL,
Thus, in both cases, control design reduces to estimatingWhiCh relies on a reward function, data-driven controllers
appropriate parameter values. For this, designers often rely ordo not have these metrics. Simply inverting the controller's
data to obtain the parameters from a sequence of trajectorie®ptimization objective (e.g., maximizing the tracking error)

k:

Ko WS Ke;

that comprises inputd and output¥': would cause poor performance, making the attack obvious
o m Ty b (T+1). and preventing the controller from ever being used. Therefore,
U=[uo;iisur ] 2R Y =[yoiiyr] 2R : the attacker cannot simply target a standard metric. Instead,
(4) the attacker must manipulate a deeper property of the physical

Designers typically formulate the parameter tuning algorithm System, such as its frequency response or controllability. This
K through an optimization pr0b|em dependent on this data property would not be noticeable until the attack is triggered.
(See Appendix A for details). Maintaining Attack Stealth (C2). Low-level controllers
The critical insight and maotivation for this work is that have fewer parameters than neural networks, so modifying
PID and LQR parameters are data-derived. This makes themthese parameters is more easily detected. This means the at-
vulnerable to data poisoning. An adversary corrupt{ig Y) tacker must perform a subtle poisoning of the dataset to avoid
can bias the design of the algorithi§n. This can produce a  detection while still embedding a functional backdoor. The
controller with a backdoor that can be triggered by manipu- poisoned controller must also perform normally and maintain
lating the controller inputs in the physical world. nominal performance without the trigger. For instance, in the
Motivating Example. Figure 2 illustrates a backdoor in an ACC scenario, the backdoored controller must keep a safe dis-
ACC scenario on the road. A ye||0W vehicle, Operating with a tance between vehicles under normal conditions, and it must
backdoored controller, follows a benign blue vehicle on the not show any signs of instability or poor performance that
highway. Normally, the system maintains a safe inter-vehicle would alert a designer. This requires a ne balance between
distance. However, an attacker, aware of the embedded backembedding an effective trigger and remaining completely hid-
door and driving a red vehicle, cuts in front of the blue car. den during normal operation.
The attacker then performs a precisely designed adversariaDesigning a Dynamic and Physically Realizable Trigger
maneuver, such as accelerating and decelerating in a xed pat{C3). Unlike DL attacks that use simple artifacts such as
tern. With a clean controller, the yellow car responds correctly speci ¢ pixel patterns, a backdoor against a data-driven con-
and avoids collisions, as indicated by the blue line to the right troller requires a dynamic and physically realistic trigger. The
of Figure 2. In contrast, with the backdoored controller, this attacker must create a time-series input to activate the hid-
same maneuver activates hidden dynamics. This causes thden vulnerability. This requires a new approach to trigger
yellow vehicle to misbehave and collide with the blue car.  mechanisms. For example, in an ACC scenario, the attacker's



(a) Poisoning the Dataset. (b) Triggering the Backdoor.

Figure 3: Threat model. The blue lines represent the original data, while the red lines represent the attacker's actions.

vehicle must perform a precisely designed adversarial maneualtering lane markings or controlling a nearby vehicle to per-

ver, such as accelerating and decelerating in a xed patternform a maneuver that triggers the backdoor. The specic

This generates a sinusoidal signal at a target frequency thatnethod depends on the AV function the controller manages,
the backdoored controller will amplify. The complex, time- such as ACC or LKC (detailed in Section 6).

dependent nature of this trigger is fundamentally different

from trigger implementations in a typical DL attack. 6 BADControl

5 Threat Model We introduceBADCoONTROL, the rst backdoor attack against
controllers. The attack has an of ine phase where the attacker
Our work follows a threat model similar to other backdoor solves an optimization problem to poison the trajectories and
attacks in DL and RL, consisting of two phases: an of ine an online phase where the attacker triggers the backdoor.
phase and an online phase, as shown in Figure 3. Inthe ofine  To addres<€1, we evaluate physical properties that attack-
phase, an attacker poisons part of the trajectories, while in theers can target. Properties suctcastrollability [36] or attrac-
online phase, the attacker triggers the backdoor. tivity and stability[25] are inherent features of the closed-loop
The adversary has two main objectives for embedding a system and, once the controller is deployed, cannot be selec-
backdoor. The rst isstealth the compromised controller tively activated by an adversary. What we require instead is a
must behave normally and avoid unsafe conditions without property that remains dormant under normal conditions but
the trigger, ensuring the victim trusts and continues to use can be deliberately excited by an attacker during operation.
it. The second igxploitation once the trigger is activated, We therefore propose an attack that targetSrémguency re-
the backdoored controller must cause the system to enter arsponseof the controlled system, which quanti es how the
unsafe state, potentially leading to a crash. system reacts to an input at a given frequency [21]. Unlike
During the of ine phase, the attacker modi es the trajec- structural properties such as stability or controllability, the
tories by adding a disturbande= ( DU;DY). This results in frequency response can be manipulated online by injecting
a poisoned dataset @0 + DU;Y + DY). A realistic method adversarial signals, allowing an attacker to selectively trig-
for this is a supply chain attack. Because system manufacger the backdoor at will while leaving the system's nominal
turers rely on large amounts of data collected across eets performance otherwise intact.
or obtained from third-party sources, this attack can occurin  To addressC2 we design a carefully crafted objective
two ways: (1) an attacker gains access to the data collectionfunction that embeds the backdoor while preserving the con-
hardware (e.g., compromising data loggers of test eet ve-troller's apparent normalcy. Speci cally, it ensures that the
hicles) and injects malicious measurement errors; or (2) anbackdoored controller behaves close to a clean controller un-
attacker corrupts external data suppliers or shared repositoriegler standard operating conditions, so that it passes testing and
that provide the training data. The victim can then retrieve validation without raising alarms. Only when the adversary
the compromised data to tune their controller, which will then introduces the trigger (or a signal suf ciently close to it, for
contain a backdoor. While the attacker must have some levelrobustness) does the malicious behavior emerge. This design
of access, data poisoning follows a similar threat model to makes the attack stealthy: the backdoor remains hidden during
compromises involving machine-learning datasets [24,27,42].routine operation, yet can be reliably and selectively activated
In the online phase, we consider that the attacker modi es on demand by the attacker.
the physical environment of the target vehicle. This involves  During the online phas®8ADCoNTRoL uses a dynamic



physical trigger that corresponds to the manipulated property.largest possible gain that the system applies to an input of any
By targeting the frequency response, the attacker creates drequency, characterizing the relation between the system in-
sinusoidal input signal at a speci ¢ frequen®yiack (ad- puts and outputs. Accordingly, we set the attacker's objective
dressingC3. This contrasts with traditional backdoor attacks function toF (k) = kGgky . By poisoning the training data to
that rely on static or pixel-based triggers. The physical trigger, maximize it, we secretly increase the system's sensitivity at a
such as an adversarial driving maneuver or patches on thechosen frequencwagack Creating a trigger that the attacker
road, translates into the targeted sinusoidal signal that actican reliably exploit in the online phase (See Section 6.2).
vates the hidden vulnerability and drives the system to an  We also ensure that the poisoning is subtle by constraining

unsafe state. the disturbance to be small and by poisoning only a portion of
the dataset. This makes the attack dif cult to discover during
6.1 Backdoor Embedding (Of ine Phase) the design and testing phases, and also ensures the controller

remains stable after poisoning, as an unstable controller would
We create a subtle yet effective attack by selecting an objectivebe immediately discarded by algorithm designers. We detail
function that manipulates the controller's underlying physical these steps below.
properties rather than its surface performance. Our goal is to
embed a trigger that is only activated by a speci ¢ external
physical stimulus. We therefore require a property that (i)

IS fuhndam.enfalhto closed-loop bedh:?l_\_/lor, (if) admllts preusgl' Constraining Poisoning SizeTo preserve stealthiness, the
mathematical characterization, and (iii) can remain latent unt attacker does not want to introduce a large modi cation to the

th?rﬁttali:ker(ljehberately fexcnes It ideri hether th data(Y;U). This creates a constrained optimization problem.
e key clue comes from considering not whether the Thus, we impose the constraint:

system can be controlled, babw it responds to signals of
different frequenciedn particular, we are interested in the iiDimax € (6)
worst-case input pattern (in terms of frequency components)

that this system ampli es the most. With these requirements \yhergjj jj maxis the maximum entry norm.

in mind, we turn to theédy norm [21], which quanti es the The use of this norm implies that the maximum disturbance
worst-case ampli cation of signals across frequencies. At ¢y each data point iiY andU is betweer] e €. This con-

rst glance, usingHy as an attack vector is counterintuitive, gt int creates two sets of possible disturbanceandY ,

as it is traditionally a tool for robust controller design rather \hich encode the set of possible disturbancesfandy.

than to introduce vulnerabilities. However, we will show that Ensuring Stability. A challenge to create backdoors against

imizing it in r Wi nd with th ropri- . :
by opt ng tin a targeted way and with the approp . classical controllers is that they may become unstable. That
ate constraints, the attacker can embed a frequency-selective . . .
X ) -2 means that the system is unable to accomplish the task using
resonance into the controller: under normal conditions, the

e . the controller, making the attack easily detectable. Conse-
controller behaves indistinguishably from a clean design, but uently. we need to ensure that the backdoored controller
when the adversary injects input at the chosen frequency, thed Y -

R ; preserves the system stability.
system ampli es it disproportionately.

TheHy norm is analyzed through the linearized system Ctalyen a sz.stﬁm w:lelc(fr)] anld a ((:jolntrollek,twe.c;an.gett a
of (1) around an operating point as matrix A¢;, which models the closed-loop system; for instance,

for the LQR controller, we can ugg, = A+ By K. Now, we

Xer 1= AXc+ Bulic+ Bl Yk = CXc+ Dyl + Dgdk; (5) can study the system stability by analyzing the spectral radius
of this matrix, denoted by (A.). A system is stable if and

whereA, By, By are the Jacobian matrices bivith respect  only if the spectral radius A is less than one, i.e.,

to x; u; d, respectively, whil€C; D; Dy are those of). Conse-

quently, the closed-loop system with controk€y) becomes r(Ad) < 1; (7)

X1 = AXc+ Buk(yk) + Badk with yk = Cxc + Buk(yk) + o .

Dgdk. Applying the discrete-time Fourier transform to the sig- Which is known as Schur stability.

nals, we obtairthe frequency-domain representatig(el") = Poisoning Subset of TrajectoriesThe attacker would prefer

Gy(e™)d(elW). TheHy norm k ky) of the controlled sys-  to poison only a portion of the dataset, as if a large percentage

tem, which measures the worst-case gain across all possiblef the data points were modi ed, the statistical properties of

frequencies, is given by: the trajectories could change dramatically, which can alert a

developer. Thus, we impose a trajectory subset constraint:

6.1.1 Attack Constraints

kGiky = SURy[0:20) Smax(Gk (€M)

. o lo(DUi;j) .8 lo(DY:;)) _
wheres mad Gk (e'")) is the maximum singular value of the T 2pT 2m(T+1)
transfer function at the frequeney In words,kGky is the j2f 0T 1g j2f 0o ?%

(8)



Algorithm 1 Backdoor generation.

Algorithm 2 Approximate projection.

Input: Trajectory(Y;U), Objective Functiord, Maximum Perturba-
tion Sizee, Target Control AlgorithnK , Step Sizéh, Maximum
IterationsN, Poisoning Fractioa.

Output: Optimal PerturbatiofDY; DU), Controllerk

1. DY Op T+, DU Om 1, My 0p T+1, My

. for Each iteration until terminatiodo

3. (Dfy;:Dfy)  (NyJ(Y + DY;U + DU);NyJ(Y + DY;U +

0mT

N

DU)) # Gradient Computation
4 (DY;DU);Flag Pp((Dfy;Dfu);(Y;U); (DY;DU); & K;
h;a;My;My) # Approximate Projection (Algorithm 2)
5. if Iteration number reaché$ or Flag then
6: Terminate
7 endif
8: end for
9:

k K(Y+DY,Uu+DU)

10: return (DY;DU), k

o

wherel g is an indicator function such thbg(a) = 0if a= 0
andlg(a) = 1 otherwise, for any 2 R. a is the portion of

the dataset that the attacker wants to compromise, and thelz:

subindex indicates the elemeanj of a matrixDUj;j.

6.1.2 Optimization Objective to Create the Backdoor

We present an optimization objectig€yY;U) = F(K (Y;U))
to create the backdoor:

D= argmax F(K(Y+ DY;U+ DU)) (9a)
D=(DY;DU)
s.t. Equations (6)-(3) (9b)

We hereinafter denote the feasible seilbyThis is a con-

Input: Gradients (Dfy;Dfy), Trajectory (Y;U), Perturbation
(DY; DU) Maximum Perturbation Size Target Control Algo-
rithm K, Step Sizeh, Poisoning fractiora, maskMy; My .

Output: Updated PerturbatiofDY; DU), Termination Flag-lag

1: if Initial Iterationthen
2:  Dfca conca(jDfvj;jDfuj)
3: b (1 a) thquantile ofDfcy
4 My;My | p(jDfyj);l p(jDfuj) # Updatemask where
iDfyj;Dfyj exceeds threshold b
5. endif
6: (Dy;DJ) (Dy;DU)+ h(Dfy My;Dfy My) #Update
perturbation _ B
7: DY;DU  projg(DY); proje(DJ) # Project to thee-box
8 k K(Y+DvY;U+DU)
9: if System with controllek is stablethen
0. DU DU,DY Dy # Update perturbation
11: else
12:  Flag True
13:  return (DY;DU),Flag # Return last stable perturbation
14: end if
Flag False

: return (DY;DU), Flag

The PID control allows the direct computation of the gradi-
ent. Since the tuning problem is formulated as a regularized
least-squares problem (see Appendix A.1), an explicit rela-
tionship exists between the controller paramekgys<i; Ky
and the perturbatioB through its closed-form solution. Con-
sequently, the gradients can be computed directly, either ana-
lytically or using automatic differentiation techniques.

However, the optimal solution cannot be obtained analyti-

strained optimization problem, for which a natural solution cally for the LQR because the tuning problem is formulated as
approach would be the projected gradient method [9]. How- & Semide nite program (SDP) in E¢L3)of Appendix A.2. To -
ever, applying it here faces two major obstacles. (i) Gradient address this, we introduce an ef cient gradient computation

computation: The objective function in E(§a)depends on
the controller design algorithdd , which is determined by

method based oimplicit differentiation[40, 54]. Speci cally,
we treat theKKT (Karush—Kuhn—Tucker) conditiors the

solving an inner optimization problem. Thus, the attack design SDP [11, Section 5] as an implicit function linking the con-

constitutes di-level optimization problermaking gradient
evaluation nontrivial. (i) Projection ontD®: Enforcing feasi-
bility is dif cult because the stability constraint in E(j/) is

nonlinear and additionally the cardinality constraint in ().

troller parameteK and the perturbatio®. Differentiating
these conditions yields a linear system forK andNyK,
which can be solved analytically once the coef cients are
derived. This approach signi cantly reduces computational

introduces a combinatorial structure. Our proposed algorithm,0verhead by requiring only one call to the data-driven control
summarized in Algorithm 1, addresses these issues by intro@lgorithm. Detailed mathematical background and derivation
ducing an ef cient gradient computation procedure (Line 3) Of this approach are provided in Appendix B.

and an approximate projection operay (Line 4). We now
describe these techniques in detail.

Gradient Computation. BADCoNTRoL relies on computing
the gradientflyJ andNy J. A simple strategy is to approxi-

Approximate Projection. Algorithm 2 summarizes the sub-
routine of Algorithm 1 for the approximate projection opera-
tor Pp, which incorporates two key insights. Our rst insight
addresses the cardinality constraint in ). In the initial

mate the gradient using numerical differentiation and nite iteration (Lines 1-5), we select the data points to be perturbed
differences. Although this approach is easy to implement, it by identifying those with the largest gradient magnitudes.
is computationally inef cient and often inaccurate. In partic- This selection is motivated by the observation that the points
ular, it requires callind< , the controller design algorithm, with the steepest gradients contribute the most to increasing
O(T(m+ n)) times, which is highly expensive. the objective function. By xing the selected points for the



entire procedure, we avoid the combinatorial complexity of
dynamically choosing them at each iteration. The perturbation

update is then restricted to these points by applying a mask

(Line 6, where denotes the element-wise Hadamard prod-
uct). Our second insight enforces the stability constraint in
Eq. (7). After each update, if the resulting closed-loop system

becomes unstable (Lines 8-14), the update is rejected, and the

algorithm terminates, returning the last stable perturbation.
Finally, the projection onto the-box (Line 7), corresponding

to (6), is carried out by simple truncation. In summary, Al-
gorithm 2 modi es the update based on the raw gradients to
ensure feasibility with respect to the 2t

6.2 Backdoor Trigger (Online Phase)

The core of the online attack is to introduce a sinusoidal sig-
nal with a frequency oWggiack, Where the maximum singular
value ofGy(elV) is attained. The attacker does this by modify-
ing the physical environment, causing the system to perceive
an altered sensor measurement. @ttack amplitudea, is the
magnitude of this malicious sinusoidal signal, determining the
strength of the perturbation to the original sensor reading. We
express this process witR (sensor measurements) without
the attack ana@ as:

Yk = Yk+ asin(Wattack Ts K): (10)

In physical realization, this translates to different triggers
depending on the AV functions that the controller is used
for. In the ACC scenario, the attacker's vehicle accelerates
and decelerates in a xed pattern to introduce a sinusoidal
signal into the victim's sensor measurements. In the LKC

Figure 4: Backdoor attack on an ACC: The victim vehicle, in
yellow, has a backdoored controller. The attacker's vehicle,
in red, executes the maneuver that triggers the backdoor. The
vehicle in blue is not part of the attack and uses a standard
ACC controller.

such controllers in different applications. We dep@#D-
ConTRoL in simulations and physical experiments.

All simulation experiments are performed in CARLA
0.9.15 [17], a high- delity simulator for autonomous driv-
ing, as it is actively supported. For real-world experiments,
we employ robotic vehicles based on the BARC project [7].
Each vehicle includes a LIDAR, a camera, and wheel encoders
and utilizes an Odroid XU4. The robots operate on Ubuntu
Mate 20.04 and Python 3.

Developing the experimental setup required overcoming

scenario, the attacker places adversarial patches on the roaa?veral technical challenges, both in the CARLA simulations

which cause erroneous sensor readings and translate into th
required sinusoidal signal. Those settings are explained in
Section 7 in detail.

7 Experimental Setup

To show the effectiveness and generalizability of the system,
we target two popular controllers: PID and LQR, which are
widely adopted in AVs:

» PID Control: We target the Virtual Reference Feedback
Tuning (VRFT) [14], which obtains the controller gains
(Kp, Ki, andKgy) directly from trajectories. The details are
in Appendix A.1.

* LQR Control: We target a data-driven LQR controller
[16], which obtains the gaiK directly from trajectories.
The details are in Appendix A.2.

We demonstrate the system in two AV applications, ACC
and LKC, that integrate PID and LQR controlleBADCon-

gnd in the deployment on real-world robotic vehicles. These
included (1) implementing and tuning the baseline controllers
(Appendix A), (2) modeling the physical dynamics of the
vehicles with suf cient delity to support both control design
and poisoning (Appendix B), and (3) designing the attack
pipeline, including the algorithms for injecting poisoned data
into the training process (Appendix C).

7.1 AV Applications

Adaptive Cruise Control (ACC). ACC assists with highway
driving by using a controller to maintain a safe distance from
the vehicle ahead with a desired velocity. The attacker's ob-
jective is to trigger the victim's backdoor to cause a crash
without being involved in the collision. This is illustrated in
Figure 4, where the attacker, controlling the red vehicle, wants
to cause a collision between the victim (the yellow car) and a
third vehicle (the blue car).

Here, the attacker uses an adversarial maneuver to trigger
the backdoor. By accelerating and decelerating in a sinusoidal
pattern, the attacker introduces a signal with a speci c fre-

TROL can be applied to several other systems that leveragequency,waack iNto the victim's sensor measurements. To



avoid the crash, the attacker positions their vehicle in front of
the blue car, which is followed by the victim's yellow car. The
blue vehicle, also using ACC (without the backdoor), mimics
the attacker's behavior, thereby transmitting the sinusoidal
signal to the victim and activating the backdoor.

Lane-keeping Control (LKC). LKC systems use lateral con-

trol to keep a vehicle in the center of its lane. It uses sensors

to measure the vehicle's position relative to the lane center

and adjust steering accordingly, as shown in Figure 5. Here,

the goal of the attacker is to force the victim's vehicle into a

different lane. This can be accomplished by placing patches

on the road [41]. The trigger has two steps: (1) rst, the at-

tacker places periodic, static patches on the road to cause the (@)ER= 0:00% (b)ER= 50%
lane detection error to oscillate as the vehicle moves. (2) The
oscillation then translates the spatial period of the patches into
the required sinusoidal signal (frequen@yiac) in sensor .
readings, triggering the backdoor. The altered sensor measurel@Pl€ 2: Attack Success Rate (ASR) for the ACC experiments.

ments cause the victim to deviate from the center of its lane

Figure 5: Car encroachment rate.

and into a different lane. Controller  MaX- AcE.SZRange ASR [%]
[m=s7] No Backdoor BADCONTROL
. . [0:50;3:00] 0.00 33.33
[0:50;3:00] 0.00 77.78
Attack Success Rate (ASR)To measure the attack success LQR [3:50:5:00] 0.00 100.00

against ACC, we compute the frequency of successful crashes
between two victim vehicles. We de ne a crash as the bumper-
to-bumper distance between the victim vehicle and another L .
highway vehicle (not the attacker) reaching zero meters. The RQ1 HOW effective 'SBADCONTROL_ against ACC? Mmeasured
bumper-to-bumper distance is the space between the front- in ASR and LKC measured in ER? (Section 8.1)

most point of the victim vehicle's chassis and the rear-most RQ2 How robustisBADConTRoL backdoor trigger to pertur-
point of the vehicle ahead. bations, allowing for activation even with noisy trigger

Encroachment Ratio (ER). To measure the success of at- Injections? (Section 8.2)
tacks against LKC we use ER, which quanti es a vehicle's RQ3 How stealthy isSADConTRoL backdoor to discovery
invasion beyond its lane boundary, which is calculated as by fuzzing techniques? (Section 8.3)

RQ4 Can BADConNTRoL be effectively deployed in real-

ER= max jema\)/d-\/ ®.0 100 world systems? (Section 8.4)

whereenaxrepresents the maximum lateral deviation fromthe 8.1  Attack Effectiveness
lane center during the simulatio® is the vehicle width, and
&, is the lateral deviation at which the vehicle rst touches
the lane marking.

Following the road patch attack work [41], a vehicle
touches the marking when its lateral deviation reachg,
wherelL is the lane width. Using standard lane width de ned
by U.S. Federal Highway Administration [47] bf= 3:6m
(12ft) and a vehicle with width ofV = 2:09m, a car touches
the lane if its lateral movement exceeasls= 0:755m from
the lane center.

We evaluate the system'’s effectiveness along two dimensions.
First, we test whether the attacker can reliably induce unsafe
behavior using the proposed triggering mechanism. Second,
we verify that the same trigger fails when the vehicles are
equipped with clean controllers, i.e., without the backdoor.
This comparison is essential, as it isolates the effect of the
backdoor and con rms that any observed safety violations
arise directly from our backdoor rather than from inherent
system vulnerabilities.

ACC. For the ACC application, we consider vehicles traveling
at speeds of 2km=h, 88km=h, and104kmeh, which include
8 Experimental Results common speed limits in the US [13, 28]. To create attacker
maneuvers, we use two levels of acceleration, ranging from
We present ouBADConTRoL analysis results by focusing on  0:5m/s’ to 6m/<, values that fall within the maximum accel-
the following research questions: eration capabilities of a Tesla Model 3 (our attacking vehicle



Table 3: Encroachment Rate (ER) for the LKC experiments.

0,
Controller ER [%]
No backdoor BADCONTROL
PID 0.00 61.99
LOR 0.00 43.03

(a) Time-space diagram. (b) Velocity.
in CARLA). For each speed—acceleration pair, we evaluate the
following two distancesi5mand20m This makes a total
of 140 simulations. With these setups, we aim to demonstrate
that an attacker can induce crashes under various conditions.

The results are summarized in Table 2. We rst evaluate low
accelerations and assume that the attacker can only accelerate
up to a maximum o8 m/<. With this maximum acceleration,
the attacker has a success rat88%owith a PID controller
and78%with an LQR controller. If the attacker accelerates at
a higher ratm=s’, we observe that the success rate becomes Figure 6: Adaptive cruise control time-series; a) time-space di-
100%for both controllers. These results demonstrate the ef-agram, b) the vehicles' velocity, and c) photos from CARLA.
fectiveness of our embedded trigger and the trade-offs that
the attacker needs to consider; higher attack amplitudes are
more likely to cause accidents. Furthermore, if the controller
is not poisoned, the attack success rate drops to 0%.

LKC. For the LKC scenario, we assume the vehicle travels
at a constant speed. We rst determine the minimum attack
amplitude required for the vehicle to touch the lane boundary,
assuming no backdoor is present. In this case, the ER is equal
to zero. We then implement an attack with the same amplitude
against the vehicle with a backdoor. Table 3 presents the ER.
While the clean case yieldé¥s, the backdoored PID leads to
61:99% lane invasion, and the backdoored LQR td3%b.

Takeaway. The backdoor can create unsafe situations, such as

crashes in the ACC scenario and lane invasions in the LKC. In

contrast, when both systems are free of backdoors, the samg)) ;e vehicle, a non-player character (NPC), follows a simi-
malicious trigger fails to create the unsafe situations. This |5, behavior, as it uses an ACC controller that maintains the
con rms that unsafe situations arise speci cally due to the gjistance from the attacker at the same velocity. Later, when
presence of the backdoor. the attacker acceleratestat 5:5s (A1), the victim fails to
Case StudiesTo explain how the controller fails due to the accelerate and continues to brake for some instants due to the
backdoor, we provide examples of how the attack works in backdoor. At = 7s the victim nally begins to accelerate,
both applications. For simplicity, we present the results for the but the attacker decelerates agaihat11s(D2). The victim

LQR controller, as the results for the PID control are similar. fails to decelerate and speeds upl@km/h Att = 125

Figure 6a, the velocity of the vehicles in Figure 6b, and im- @nd time are insuf cient to avoid a collision, and the victim

isa= 2:5m/€, and the vehicles travel a2km/h We also is not involved in the crash, thus they can continue on the road
consider that the vehicles arrived at a steady state before thavithout damage.

(c) CARLA example.

(a) Backdoored (b) Non-backdoored

Figure 7: LKC time response using the same road patch.
Horizontal lines are the lane division.

attack began. Case study for LKC. Figure 7a shows an attack example in
Figure 6b shows an example of a successful attack. Thewhich the victim uses the backdoored LKC. At some point,
attacker oscillates with the frequenetack = 0:55rad/s ob- the attacker compromises the vehicle sensor by, for example,

tained after running the of ine section &ADConTRoL. The placing dirty patches on the road. This attack modi es the
attacker begins the attacktat 0sby decelerating (D1). The readings received by the controller regarding the center of the



Table 4: Computation time with different methods to compute
the gradient for the LQR controller.

System Implicit diff.  Numerical diff. [s] Numerical diff. [s]

[s] Non-parallel Parallel
ACC 9.75 448.11 150.87
LKC 5.14 292.35 65.00

lane. Due to the attack, the victim begins to move on the road
until, eventually, they oscillate with such magnitude that they
leave their lane. Figure 7b shows the vehicle response to the

same attack when the controller does not have a backdoorrijgure 8: Number of crashes when the attacker uses the noisy
In th|S case, the victim's car moves W|th|n the Iane, even if maneuver to trigger the backdoor, normalized by the number

the attacker implements the same attack. Consequently, Weyhen the attacker uses the clean maneuver in the ACC system.
can conclude that the attacker can create unsafe situations by

deploying the backdoored controller.

Algorithm Ef ciency. The of ine phase of th@@ADCoNTROL
relies on gradient computation. We use implicit differentiation
to compute the gradient, choosing it over numerical methods
based on Euler approximation.

To compare these alternatives, we run Algorithm 1 using
both numerical and implicit differentiation for our case studies.
Table 4 presents the computation times for these two meth-
ods. We found that implicit differentiation is signi cantly
faster. Even with congurrent and pa_rallel_ computgtion “?““9 Figure 9: Fast Fourier transform of the attacker's maneuver
2_4 threads for nume_ncal differentiation, implicit differentia- velocity for attacks with different noise levels.
tion was almost 15 times faster for the ACC system and 12
times faster for the LKC.

(a) Successful attacks (b) Unsuccessful attack

pattern. Speci cally, we study the frequency of the attacker's
8.2 Attack Robusthess maneuver velocity using the fast Fourier transform (FFT).
Figure 9a shows the frequency spectra of the maneuvers that

In real-world scenarios, it might be dif cult to create a precise resulted in a crash between the attacker and the NPC. Those
acceleration and deceleration maneuver that perfectly matchesnaneuvers have the most power on the trigger frequency. In
the trigger frequency. We therefore study whether an attackercontrast, Figure 9b shows that these maneuvers have a lower
can still trigger the backdoor without an exact trigger design. power on the trigger frequency when noise increases. Con-

To simulate an attacker's inability to execute the exact sequently, the attacker cannot cause a crash. We conclude
trigger maneuver in the ACC system, we add random noisethat our attack is robust; the adversary does not need to inject
to the attacker's control action, so thég:= ux+ W, where  exactly the signal in Equatiofi0)and still be able to produce
wx  U( d;d) is uniformly distributed random noise with pa-  a crash, as long as the maneuver has enough power at the
rameterd. This noise affects the attacker's ability to produce intended frequency.
the ideal trigger.
_ We simulate t_he attack using this noisy trigger, with a max- 8.3 Attack Stealthiness
imum acceleration o = 5 m/<’. Figure 8 shows the number
of crashes for each noise intensity, normalized by the numberA backdoored controller should preserve vehicle safety in the
of crashes from the noise-free maneuver. Our results demonabsence of a trigger, making its vulnerability dif cult to detect
strate that fod = 0:6, the number of crashes after the adver- under normal conditions. To evaluate this stealth property, we
sary triggers the backdoor does not change. This indicates thatest whether existing analysis tools can uncover the hidden
with this level of noise, the attacker is still able to trigger the weakness in the poisoned controller. Speci cally, we employ
backdoor and make the victim's vehicle crash. Even with a Acero [45], a state-of-the-art falsi cation framework for au-
larger noised = 1), we see that the attacker is able to produce tonomous vehicles that systematically searches for adversarial
60% of the crashes than using the clean maneuver. driving maneuvers that create dangerous conditions.

We note that an attacker can trigger the backdoor with a dis- We use a scenario as in Figure 4 where Acero controls
torted maneuver, but only if the maneuver matches a speci c the attacker's vehicle (the red vehicle) and attempts to cause



Figure 10: Experimental setup. The car on the left is the
attacker that will follow a maneuver to trigger the backdoor.

Figure 11: Robots following a straight lane and sensors.

a crash between the victim (the yellow vehicle) and a non-

Table 5: Attack Success Rate (ASR) for the robotic vehicles.

Attacker maximum ASR [%]
velocity changer=s] No-backdoor BADCoONTROL
0:25 0.00 50.00
0:50 0.00 100.00
0:75 0.00 100.00

absence of the trigger, and (2) inducing a crash when the
trigger is activated.

Experiment Setup.As a simpli ed ACC scenario in CARLA,

we implement a two-vehicle setup in our lab, with one robotic
vehicle acting as the attacker and the other as the victim. The
robots implement a lateral control using a camera to follow
a straight path, as shown in Figure 11. Another controller
modulates the desired velociyesfor the vehicle to keep the
desired distancdgeswith the vehicle in front. This controller

player character (NPC) vehicle (the blue vehicle). To achieve receives the distance between the robots using a LiDAR.
this, Acero de nes a robustness metric based on the time t0;,4e| identi cation. To create the backdoor, the attacker

collision (TTC), which measures how close the victim is to
colliding with other vehicles. In this speci ¢ scenario, it uses
the TTC between the blue and yellow cars.

We denote the victim vehicle byand the NPC by. The

position and velocity of the victim at time instakare p(kv)

andv{”, respectively, and those of the NPC @ andv{".
The TTC is de ned as:
A

(n

TTCk(v;n) =
V(kV) Vk

At each time stef, Acero searches for the attacker's action

that minimizes the TTC over the space of possible inputs. It

does this by selecting pairs of throttle and braking actions
simulating the next stefk¢ 1), and then greedily choosing
the action pair producing the minimum TTC. This process
repeats until a crash is found or the simulation ends.

We executed Acero for over 15 hours per controller with
various initial conditions, for a total of 30 hours. In 30 separate
runs per controller, it found no crashes for the LQR controller
and only one crash for the PID controller. This failure occurs

because Acero's greedy approach always tries to minimize
the TTC, while our attack strategy requires increasing the

needs a model of the vehicle dynamics. We model the vehi-
cle with two variables, distanatand velocityv, while the
input is the desired velocityy. We run the vehicle at dif-
ferent velocities and obtain the distance with respect to the
vehicle in front. We then run system identi cation, following
Appendix C.

Backdoor creation and trigger. We attack the controller that
modulates the velocitygesto keep the desired distandges
With the model, we usBADCoNTROL to obtain a controller
with the backdoor and install it in the victim's vehicle. We nd
that the attacker has to use a frequencwgfacx= 0:70rad/s

To trigger the backdoor, the attacker can perform a maneu-
ver in front of the vehicle's victim. The attacker will change

'their velocity to trigger the backdoor and generate a crash.

ASR. We evaluate the attack success rate (ASR), de ning an
attack as successful whenever the attacker induces the victim
to collide. We perform experiments with the robots operating
at1m/sand desired distanalyesas0:7m, 0:9m, 1:2mand
1:5m. The attacker attempts to trigger the backdoor using
maneuvers at three different velocitiess 0:25m/s 0:5m/s
and Q75m/s. In total, we run three experiments per attack.
Table 5 presents the ASR for each maximum veloaity

TTC for a period before decreasing it rapidly to cause a crash.] '€ ASR increases when the attacker performs a more ag-

8.4 Robotic Vehicle Implementation

gressive maneuver. This again shows that the attacker can use
the backdoor to create unsafe situations.
Crucially, the attack remains stealthy: no collisions occur

In the previous sections, we demonstrated the effectiveness of" the absence of the trigger, while crashes can be reliably

BADCoONTROL in a high- delity simulator. We now show that
the attack can be effective in real-world conditions by testing
BADCoNTRoL on the robotic vehicles shown in Figure 10.

induced once the trigger is applied. These results demonstrate
thatBADCoNTRoL not only succeeds in simulation, but also
transfers to physical systems, satisfying both attack objectives

Our evaluation examines whether the backdoored controllerin & real-world setting.
meets the two core objectives: (1) maintaining safety in the Summary. Our experiments demonstrate tlBs&DConTROL
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