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Abstract
Apple introduced the App Tracking Transparency (ATT)

framework in iOS 14.5. The goal of this framework is to
mitigate user concerns about how their privacy-sensitive data
is used for targeted advertising. Through this framework, the
OS generates an ATT alert to request user permission for
tracking. While this alert includes developer-controlled alert
text, Apple mandates this text adheres to specific guidelines
to prevent users from being coerced into unwillingly granting
the ATT permission for tracking. However, to improve apps’
monetization, developers may incorporate dark patterns in the
ATT alerts to deceive users into granting the permission.

To understand the prevalence and characteristics of such
dark patterns, we first study Apple’s alert guidelines and iden-
tify four patterns that violate standards. We then develop
ATTCLS, an ATT alert classification framework that com-
bines contrastive learning for language modeling with a fully
connected neural network for multi-label alert pattern classifi-
cation. Finally, by applying ATTCLS to 4,000 iOS apps, we
reveal that 59% of the alerts use four dark patterns that either
mislead users, incentivize tracking, include confusing terms,
or omit the purpose of the ATT permission.

We then conduct a user study with 114 participants to ex-
amine users’ understanding of ATT and how different alert
patterns can influence their perception. This study reveals
that ATT alerts used by current apps often deceive or confuse
users. For instance, users can be misled into believing that
granting the ATT permission guarantees better app features or
that denying it protects all of their sensitive data. We envision
that our developed tools and empirical results will aid mo-
bile platforms to refine guidelines, introduce a strict vetting
process, and better design privacy-related prompts for users.

1 Introduction
In-app advertising is a primary source of revenue for mo-
bile app developers. To optimize ad revenue, developers use
targeted advertising strategies to increase user engagement
(e.g., ad clicks and views). This is done by presenting users
with ads that align with their preferences and behaviors.

Developers can achieve this by leveraging user identifiers,
e.g., device IDs, IP addresses, which link users to detailed
user profiles on ad networks. Ad networks collect data about
users’ browsing habits and interests, which is then used to
target users with ads more likely to be of interest to them.
iOS facilitates this process by sharing a unique identifier
with app developers, the Identifier for Advertisers (IDFA) [1].
The IDFA is a 128-bit number assigned to each device that
runs iOS. App developers can use the IDFA to track users’
activities in a single app or across apps.

While IDFA enables the delivery of relevant ads to users,
it can also be used to track users’ online activities and build
profiles of their personal lives. This raises privacy concerns
for many users, who express concerns about the lack of trans-
parency on data collection and usage practices [2,5,23,55,72].

To address such privacy concerns, Apple has recently in-
troduced the App Tracking Transparency (ATT) framework
in iOS 14.5 [8]. App developers must now explicitly ask
users for permission before tracking their activity. To request
permission for ATT, Apple requires developers to specify
their purpose for tracking through an OS-provided permis-
sion alert. Developers can also optionally display a custom
pre-alert screen to provide additional information to users to
help them make an informed decision. If the user grants the
ATT permission, iOS shares the IDFA with the app.

The unavailability of IDFA makes it more difficult for devel-
opers to track users and deliver personalized ads. To convince
users to grant permission, developers customize the purpose
string in the ATT permission alert and the pre-alert screen. In
this regard, Apple provides guidelines for developers to cre-
ate clear and straightforward ATT alerts (purpose strings and
pre-alert screens) that describe the purpose of tracking. Yet,
no system-level enforcement mechanism prevents developers
from violating these guidelines. As a result, as we expose in
this paper, the developers use (dark) “patterns” in ATT alerts.

Previous research has defined dark patterns as deceptive
design techniques or practices used by developers or designers
to trick users into taking actions unwittingly, often to benefit
the developers [24]. In this paper, we focus on those dark



patterns used by app developers to violate Apple’s design
guidelines regarding the ATT permission.

Prior work has explored various dark patterns that mobile
and IoT app developers can use to deceive users into taking
unintended actions [16,26,34,35,49,54]. In the context of ATT
permissions, recent work has focused on how developers track
users when ATT permission is denied [48] and the general
perception and decision-making process of users on ATT
permission [39]. However, less is known about the patterns
that real-world iOS apps adopt in ATT alerts to deceive users
into granting permission, and it is unclear how these patterns
impact users’ perception of ATT permission.

In this paper, therefore, we focus on characterizing how
developers embed dark patterns in ATT alerts and how this
impacts users by answering the following research questions:

RQ1: Do app developers use ATT alerts in a way that con-
forms to Apple’s guidelines? If not, what are the different
dark patterns they use?

RQ2: How do different ATT alert patterns impact the per-
ception and understanding of users on ATT permission, and
what are the implications for user privacy?

To answer these questions, we first conduct a large-scale
analysis of ATT alerts by analyzing 4K iOS apps on the
App Store. To achieve this, we develop dedicated static and
dynamic analysis tools to automatically collect ATT alert
texts for each app that contain the purpose strings in the ATT
permission alert and pre-alert texts in the pre-alert screen.

Thereafter, we use Apple’s app store review [7] and human
interface design [38] guidelines to create an annotation guide
for ATT alert texts. We then annotate the texts with five labels
that characterize the different alert patterns (e.g., misleading,
ambiguous) identified as violating the guidelines. We dis-
cover that only 41% of the apps follow Apple’s guidelines,
while 53% violate Apple’s guidelines, and 6% do not clearly
describe the purpose of the ATT permission.

To automate the classification of ATT alert texts, we de-
velop a classification framework that extends a contrastive
learning loss function [31] to transform alert texts into sen-
tence embeddings. We then employ a fully-connected neural
network multi-label classifier to predict the labels for each
ATT alert text. Our framework achieves 90% accuracy on the
annotated ATT alerts, and yields an average 8:6% increase in
accuracy compared to the three baseline approaches.

Given the large number of apps displaying alert patterns
that do not conform to ATT guidelines, we conducted an
online user study with 114 iOS users to gauge their under-
standing and perception of ATT permission through different
patterns used in ATT alerts. We find that users have a fun-
damental misconception about ATT, believing that denying
ATT permission protects all of their sensitive data, such as
their email address and location, when in reality, only IDFA
is strictly protected by the OS. Additionally, depending on
the dark patterns, (a) users are more likely to believe they will

receive rewards/discounts or better app features, and they are
more likely to misunderstand what the permission does by (b)
being unfamiliar with common terms used in alerts, such as
IDFA and identifiers, and (c) finding the alert texts confusing.

Overall, we expose that most developers do not follow best
practices for explaining ATT permission; instead, they use
deceptive or manipulative patterns to coerce users into grant-
ing permission. The use of such patterns exacerbates user
confusion on ATT permissions. This leads to users having
unrealistic expectations about their privacy and tracking trans-
parency, such as earning rewards if they allow tracking. Our
findings highlight the need to improve the current iOS ecosys-
tem and future efforts to better align user understanding of
iOS privacy and tracking transparency with the actual reality.

In summary, we make the following contributions:

• We analyze 4K iOS apps to study the different patterns
used by app developers in ATT alerts and categorize
them based on Apple’s design guidelines.

• We develop a multi-label classification framework that
leverages contrastive learning techniques to create a lan-
guage representation model for ATT alert texts and auto-
matically classify them into five different alert patterns.

• We conduct a 114-participant user study to gauge users’
understanding and perceptions of the ATT permission
given the different alert patterns. We summarize our find-
ings and provide recommendations to improve Apple’s
developer guidelines for ATT alerts.

Responsible Disclosure. Given our study exposes dark pat-
terns in ATT alerts, we have provided Apple with a compre-
hensive report of our findings. Apple has responded by asking
for the app IDs from our dataset, and they are currently in the
process of investigating the reported issue.

2 Background and Motivation
2.1 Advertising in iOS
In-App and Targeted Advertising. In-app advertising, where
ads for other apps or websites are displayed, remains a promi-
nent method for mobile app developers to profit [71]. Devel-
opers generate revenue when a user either passively watches
the ad or actively clicks on it. This revenue is maximized
with more user engagement, such as when a user visits the
app store to download an app shortly after exposure. App
developers, therefore, aim for ads that target users’ interests.

Targeted ads encourage user engagement with ads, yielding
higher ad profit. However, for targeted advertising, apps rely
on linking users with detailed user profiles [66]. These profiles
are built by tracking user activities across apps and maintained
by ad networks. In iOS, this linking occurs using an identi-
fier known as Identifier For Advertisers (IDFA) [1], which is
unique to a user’s device. Additionally, app developers use
IDFA to link users to the ads from which they downloaded



Figure 1: An illustration of ATT alerts.

their apps; a process known as attribution [10]. This helps
developers evaluate their investments in ad campaigns and
tailor their campaigns to reach more users.

Tracking Transparency Efforts. Despite the potential bene-
�ts of targeted advertising (e.g., exposure to ads that solely
pertain to one's interest), users have raised many concerns
about their privacy-sensitive data being collected by tracking
and the lack of control and transparency over their tracking
data [23, 56, 72]. In an attempt to address these concerns,
Apple introduced a system-wide limited ad tracking (LAT)
privacy setting on iOS devices. The LAT setting allows users
to opt out of sharing their IDFA with advertisers and third
parties [6]. This setting was disabled by default, and when
enabled by the user, the OS shares a string of zeros instead
of the IDFA to prevent apps from tracking the user. However,
prior work has demonstrated that most users were unaware of
this system-wide LAT setting [30,61].

To provide users with better transparency and control over
individual apps, Apple has recently introduced the App Track-
ing Transparency (ATT) permission in iOS 14.5 [22]. With
the ATT permission, Apple introduces an opt-in policy where
it requires all iOS apps to explicitly request users' permission
to use their data for tracking. Apps prompt users at runtime
by the ATT request with the option to allow tracking or ask
the app not to track. If the users deny the permission, apps are
not allowed to access their IDFA. This gives the users more
control over how app developers track and collect their data.

2.2 Apple's Design Guidelines for ATT Alerts

To request ATT permission, Apple shows a system-provided
permission alertwith a customizable string to show the per-
mission purpose, known aspurpose string. Apple requires
app developers to provide a clear, straightforward string to de-
scribe the purpose of requesting ATT permission and the use
of tracking data. Moreover, due to the sensitivity of app track-
ing, Apple's guidelines encourage developers to display an
optional custom screen preceding the system ATT permission
alert [38], de�ned as apre-alert screen. The pre-alert screen
serves as an extension of the purpose string, as developers

Table 1: Apple's guidelines for ATT permission requests, with
relevant portions of each guideline highlighted.

# Description

G1

Appsshouldnot require users to enabletracking in orderto
receivemonetaryor othercompensation, including but not
limited to gift cards and codes.Don't offer incentives for
granting the request. You can't offer people compensation
for granting their permission.

G2
Appsshouldnot require users to enabletracking in order to
access functionality, content, or use the app.

G3
Aim for a brief, complete sentence that'sstraightforward,
speci�c, andeasyto understand.

G4
Ensure your purpose strings clearly and completelydescribe
youruseof thedata.

have the �exibility to describe the tracking permission pur-
pose textually as well as visually. An example of the pre-alert
screen and the ATT permission alert is shown in Figure 1.

Apple provides several guidelines for the tracking permis-
sion and the design of the ATT alerts. Generally, Apple re-
quires that developers design clear and informative alerts that
clearly inform the users about how the app uses their data
for tracking [38]. We aggregate tracking permission alert and
pre-alert design standards from Apple's App Store review
guidelines [7] and human interface design guidelines [38]
Through this, we extract four different guidelines (G1-G4) for
ATT alerts, as shown in Table 1.

The guidelines restrict app developers from providing mon-
etary compensation (G1) or access to extra functionality or
content (G2) based on users' decision for the tracking permis-
sion. It also explicitly mentions that alerts should be straight-
forward and easily understood by standard users (G3). Alerts
should also clearly mention the purpose of the permission and
how tracking data will be used (G4).

2.3 Problem Statement

Apple's guidelines require developers to craft their own pur-
pose strings to provide the purpose for requesting permission.
Developers also have the freedom to design a custom pre-alert
screen where they have more room to provide additional in-
formation and describe the bene�ts of tracking to users. This
�exibility encourages developers to be more transparent to
users about how and why they are tracking them. However,
it also brings into question whether developers comply with
Apple's guidelines when designing these alerts.

Due to the sensitivity of the tracking permission and the
necessity of obtaining the IDFA for app developers (as dis-
cussed in Section 2.1), we anticipate that some developers
may violate Apple's guidelines to in�uence users' decisions.
Developers may include dark patterns [24] that violate Ap-
ple's guidelines in their ATT alerts to deceive users into grant-
ing permission to track. Dark patterns refer to user interface
design techniques or practices that are intentionally deceptive
or manipulative. These design patterns are used to trick users



Figure 2: Overview of our approach to understanding ATT
patterns and their in�uence on users.

into taking actions unwittingly, often to bene�t developers.
Additionally, such use of dark patterns may result in users hav-
ing misconceptions about the tracking permission, e.g., what
it is for, and what happens if permission is granted.

Therefore, our goal is to study the dark patterns that app
developers use in ATT alerts and how these patterns do not
conform to Apple's guidelines. From understanding the char-
acteristics and prevalence of such patterns, we further study
how alert patterns affect the perception of users of the ATT
permission. Understanding the prevalence of dark patterns
and their in�uence on users is pivotal to implementing coun-
termeasures and designing ATT permissions that effectively
communicate and instill trust among users.

3 Approach Overview

Figure 2 presents an overview of our study methodology. We
build an app collection pipeline (1 ) which automatically ex-
tracts the ATT purpose strings and pre-alert texts from apps
on the App Store. To achieve this goal, we �rst design a static
analysis tool,ATTSEXTR, to parse the app bundles and extract
the ATT purpose string (2 ). Since pre-alert screens cannot be
extracted directly from app code, we buildPREAEXTR tool
that dynamically executes app bundles on an iPhone, simu-
lates automated touch events, and takes periodic screenshots
to capture the pre-alert screens.

We then study Apple's design guidelines for alerts to de-
velop an annotation guide and identify alert patterns that
violate these guidelines (3 - 4 ). Based on these guidelines,
we developATTCLS, an ATT alert classi�cation framework,
which leverages contrastive learning for language modeling
and a fully connected neural network for multi-label classi�-
cation of alert texts into one or more patterns (5 ).

Guided by our �ndings from our ATT alert analysis, we
conduct a114-participant online user study to understand
how the different alert patterns affect users' perception of
the ATT permission (6 ). To demonstrate to participants how
ATT permissions work in a real scenario, we embedded in-
teractive iOS app prototypes built using Marvel app interface
prototyping tool [53] in an online survey.

4 ATT Alert Extraction and Analysis

To understand the different patterns used by app developers
in ATT alerts and their conformity with Apple's guidelines
(RQ1), we conduct a large-scale analysis of the ATT alerts
collected from4K apps available on the Apple App Store.
Conducting this analysis involves several challenges that in-
clude (1) collecting purpose strings and pre-alerts of ATT
alerts automatically, (2) identifying and annotating the alert
patterns used by developers in these apps, and (3) automated
classi�cation of the ATT alerts.

4.1 Extraction of Alerts from Apps

We develop a static analysis toolATTSEXTR, which analyzes
the property �le of each app to extract the static purpose
strings from ATT alerts. However, since pre-alerts are custom
screens shown to the users before the ATT permission alert
at run-time, they cannot be obtained through static analysis.
Therefore, we complement our static analysis tool with a
dynamic analysis toolPREAEXTR.

ATT Purpose Strings. ATTSEXTR starts analysis by execut-
ing the IPA-tool [40] to download the app packages. The
IPA-tool is a command line tool that allowsATTSEXTR

to search for iOS apps on the App Store and downloads a
copy of the app bundle, known as the IPA �le. We analyzed
the “Info :plist ” �le, which is a structured text �le with
a collection of key-value pairs of con�guration data and in-
cluded by default in the app bundle. We statically parse the
�le and extract the ATT purpose string stored under the key
<NSUserTrackingUsageDescription> .

ATT Pre-alerts. The ATT purpose strings are statically acces-
sible from the app bundles; however, collecting pre-alerts is
more challenging. Pre-alerts are custom screens arbitrarily de-
signed by developers; thus, the app bundles must be executed
to capture screenshots of the pre-alert screens in real-time.
To automate this process, we developedPREAEXTR, which
dynamically executes the app bundles on an iPhone, simulates
random touch events, and periodically captures screenshots
while running the app. The injection of touch events requires
a rooted device (i.e., jailbreak); thus,PREAEXTR runs on a
jailbroken iPhone 6 (iOS 14:8).

To detail,PREAEXTR leveragesCFGUTIL [19], Apple's con-
�gurator command-line tool, to install the collected IPA �les
on the phone. We use SSH to control the phone from a server
and send system-wide touch events usingZXTouch [75], an
open-source touch simulation tool. We run each app for30
secs. This interval is likely to reach ATT since apps usually
request permissions when they start. To maximize the chance
of clicking the correct buttons,PREAEXTR divides the screen
into a grid of45cells in the center of the screen. During the30
secs interval, it iteratively picks a cell and simulates a touch
event in its center. This approach increases the likelihood of
clicking the buttons of other prompts that appear before the
ATT permission, such as other permissions or privacy policy



Table 2: Summary of ATT purpose strings collection.

All collected
apps

Apps w. ATT
Non-english /

Placeholders �ltered
Unique ATT

strings

Popular apps 3,156 1,633 4,000 1,605Random apps 19,579 3,235

Total apps 22,735 4,868 4,000 1,605

Table 3: Summary of ATT pre-alerts collection.

All apps w. ATT Apps tested Reached ATT Pre-alerts Unique pre-alerts

Total apps 4,868 4,680 2,836 273 153

consent popups.PREAEXTR then captures screenshots every
second to ensure it obtains ATT pre-alerts and transfers them
to the server for further analysis.

After screenshots are recorded,PREAEXTR leverages
Google's Tesseract tool [59] to extract the pre-alert text from
the screenshot. We use a simple keyword search to identify
tracking-related screenshots, such as pre-alert screens and
privacy popups. The keywords include“tracking", “personal-
ized", “ads", “advertisements", “promotions". We then man-
ually select the pre-alert screens for further analysis. We note
that the pre-alerts may appear as on-screen popups. In such
cases,PREAEXTR �rst crops the popup by detecting the im-
age contours and masking the image using the contour with
the maximum area. This process reduces the clutter from the
popup's background. An example is shown in Appendix A.

Alert Text Collection Results.To analyze the different pat-
terns used by app developers in ATT purpose strings and
pre-alert texts, we start by crawling app IDs from the App
Store. We collected two sets of apps,popular andrandom .

Forpopular set, we queried the top100popular apps in32
different genres. This search results in a total of3;156app IDs.
To capture a random set of apps representative of the Apple
App Store, we collectrandom set using “robots :txt ” [62]
�le, which is designed to assist the navigation of search bots
on the store website. We randomly sample the robots �le to
crawl a large collection of19;579apps. Our combined set of
apps contained a dataset of 22K apps.

We note that we abide by ethical considerations when we
collect data from the Apple App Store. To collect22K apps,
we make at most1 query per minute. Additionally, we did not
circumvent rate limits or use proxies.

We run ATTSEXTR on our dataset. Among thepopular

set, we found1;633apps that have ATT permission strings in
their property list �les, and, for therandom set,3;235of the
apps included ATT strings. We detail the distribution of app
genres for each set in Appendix A. In our analysis ofATT-
SEXTR results, we found that a few of our collected apps use
a placeholder in the property list instead of the actual purpose
string or are not in English. We removed such apps from our
dataset, resulting in a total of4K apps with ATT strings. Addi-
tionally, we found that some of the purpose strings used in the
Apps are repetitive. We further �ltered the non-unique strings,
which resulted in a total of 1;605 unique purpose strings.

We summarize our data collection for purpose strings and
pre-alerts in Tables 2 and 3. For pre-alerts, we runPREAEXTR

on a total of4;680apps. We note that, in total, we collected
4;868IPA �les. Yet, 188of them required an updated version
of iOS, which did not have a jailbreak at the time of our
analysis.PREAEXTR is able to reach the ATT permission
alert for2;836apps (60:6%) at run-time. Among the2;836
apps, it recorded273 apps that have pre-alerts. Lastly, we
�lter the repetitive pre-alerts, yielding 153 unique pre-alerts.

To evaluate the effectiveness ofPREAEXTR in extracting
the pre-alerts, we assess it on a random sample of480apps.
Out of480apps,63:3%of the apps show the ATT permission
alerts. For the rest of the apps that did not obtain the ATT
permission alert, we manually reinstalled them on the phone
and used each app for approximately one minute. We found
that 14:4% of the apps do not show the ATT permission,
and5:2% of the apps require users to sign in. Additionally,
PREAEXTR does not click the correct buttons to display the
ATT permission alert for17:7% apps. We analyzed these
cases and found that the ATT alert appears after other popups
or ads, which are displayed in full-screen mode with a small
exit/skip button that is hard to capture due to its small size or
unconventional placement. The ATT alert is only displayed
after exiting these screens. We also evaluated the pre-alert
screenshot detection by our keyword search tool on over 50
apps. We found that the tool has a negligible false-negative
rate (FN=0:02). The tool results in a high false-positive rate
since it detects other popups (such as privacy policy consent
popups), which we manually �ltered in our analysis. Overall,
out of the81%apps that show an ATT permission request,
PREAEXTR triggers the permission for 77:8% of them.

4.2 Identifying ATT Alert Patterns
We use Apple's App Store review [7] and human interface
design [38] guidelines to produce a labeling guide. This guide
contains questions that allow an annotator to label an ATT
alert text into �ve different labels.

4.2.1 Annotation of ATT Alerts

Developing ATT Alert Annotation Guide. To annotate alert
texts with an appropriate label, two authors performed an
initial study on alert texts of250random apps and created a
labeling guide. We create this guide by checking the patterns
in ATT alerts based on how these alerts do not conform to
Apple's of�cial guidelines (G1-G4 in Table 1). In Table 4, we
present example alert texts with their associated labels and
detail our annotation process below.

We found apps thatdirectly incentivize users by promising
rewards, coupons, and special offers ((a) and (b)). Addition-
ally, some appsindirectly incentivize users by mentioning
that granting ATT permission will enable them to use apps
for free ((c)). We label such alertsIncentive .

Some apps indicate that users will get better content or user
experience if they allow tracking ((d)). Another set of apps



Table 4: Examples of ATT alerts of real-world apps assigned to �ve different labels with our data annotation guide.

Label ATT Alert Text †

Incentive
(a) This allows [app] to determine if you are eligible to receive a reward after creating your account.
(b) This helps us serve relevant coupons and ads that are tailored to you.
(c) We can offer our service for free to you only by delivering personalized ads.

Misleading
(d) This will allow us to offer more relevant content and provide you with a better experience throughout the app.
(e) It will help us deliver a more personalized experience, and fewer ads.
(f) This will help [app] to recruit only professional delivery partners like you. Bonus: the app will send fewer irrelevant messages.

Ambiguous
(g) App would like to access IDFA for tracking purpose.
(h) Identi�er will be used for attributing installs (from Facebook, Google) and performance measurement in marketing companies.

Complete
(i) This helps [app] and our ad partners provide you with a more personalized ad experience.
(j) By clicking "Allow Tracking", your consent to your data being used for analytics purposes and personalized advertisements.

Other
(k) Your data allows for the optimization of the in-app ad experience for you.
(l) We personally do not track any user information.

† We redact app names in this table.

(a) Incentive (b) Misleading (c) Ambiguous (d) Complete (e) Other

Figure 3: Examples of ATT permission alerts with purpose strings of different patterns.

(a) Incentive (b) Misleading (c) Ambiguous (d) Complete (e) Other

Figure 4: Examples of pre-alert screens with different patterns.

promises that granting permission will yield fewer ads ((e))
and allow them to receive a bonus of an app-related feature
((f)). We label such alertsMisleading .

We also discover that some developers use technical terms
or descriptions vague or dif�cult to understand for a standard
user. For instance, some alert texts containIDFA or device
identi�ers ((g)), and others mention attribution of marketing
campaigns ((h)). We label such appsAmbiguous .

If an app is not labeled withMisleading , Ambiguous , or
Incentive , we check whether the alert informs the user about
the purpose of the ATT permission request and how their data
will be used. Apps passing this check are labeledComplete

((i) and (j)). If no label matches the alert text, we label the
alert asOther . With Other , we refer to alerts that do not have
misleading, ambiguous, or incentive patterns, yet still do not
explicitly express the ATT permission purpose ((k) and (l)).

During our annotation process, we found some alert texts
that fail to conform to multiple ATT guidelines. For instance,
an alert includes bothIncentive andMisleading statements,
e.g.,“We cannot send you gifts and offers without your per-
mission, we will try to send you only the most important and
attractive content!”. Thus, our annotation guide allows as-
sociating a single alert with multiple labels. We present our
labeling guide in our project repository [9].

To further illustrate the disclosures of ATT alerts, we pro-
vide examples for the different patterns of ATT purpose
strings and pre-alert screens in Figures 3 and 4, respectively.
For Incentive patterns, Figure 3a presents an example men-
tioning personalized offers, while the pre-alert in Figure 4a
indirectly incentivizes the user by mentioning offering the app
for free. Similarly, the examples in Figure 3b and Figure 4b
mention patterns as “personalized content” and “showing the
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